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PREFACE 
 

The Internet of Things (IoT) is quickly becoming a hot 

topic in the realms of computer science and 

electronics. The very interdisciplinary subject of IoT 

applications has captivated the globe. The IoT is 

employed in industrial, military, and consumer 

applications. IoT's versatility and ability to connect to 

practically anything make it a highly desired 

technology. The participation of people from many 

backgrounds shows the crucial need for a 

comprehensive collection of information about this 

new technology. The Internet of Things is rife with 

theory, tutorials, courses, and implementations. 

However, these arguments are so dispersed that even 

IoT experts struggle to get complete and exact 

information. 

"The Internet of Things" (IoT) is a new revolution in 

computer systems. Things include computers, 

phones, medical equipment, automobiles, wearables, 

and other common appliances and devices. Because 

these "things" are diverse, the development and 

presence of various communication methods and 

protocols are unavoidable. This book, IOT AND ITS 

APPLICATIONS, is written as per the University of 

Madras latest syllabus. 
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Internet of Things (IoT) 

 The Internet of Things (IoT) is a system of connected things 

that include electronics in their design to interact and perceive their 

interactions with one another and the external environment. In the 

future, Internet-of-things technology will enable increased service 

levels and will fundamentally alter how people live their everyday 

lives. Medicine, energy, gene treatments, agriculture, intelligent 

buildings, and intelligent buildings are just a few of the broad 

categories in which IoT is well established. Currently, the Internet is 

linked to about 9 billion 'Things' (physical objects). This quantity is 

anticipated to reach a stunning 20 billion soon. 

Examples 

 Biometric Security Systems 

 Disaster Management 

 Farming  

 Home Automation 

 Process Automation 

 Shopping malls 

 Smart Cars 

 Wearable Health Monitors 

  

Web technology  

 

Web technologies are how computers/devices connect using markup 

languages. It involves. It is web-based communication that is used to 

generate, distribute, or manage online content via hypertext markup 

language (HTML).  

A web page is an HTML-formatted online document (hypertext 

markup language). 

 It is supposed to have reduced the globe to the size of a 

tiny hamlet, where people and machines may connect in 

real-time.  

 The WWW has enabled access to information that would 

have been unattainable or difficult to locate without the 

Internet. 

INTRODUCTION TO IOT AND WEB-TECHNOLOGY  

UNIT-I 
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Fig.1 : Illustrative diagram of Internet of Things Today   

  

 The Internet of Things (IoT) is a network of networked things/

devices embedded with sensors, algorithms, network connections, 

and the appropriate electronics to gather and share data, making 

them responsive. In other words, the internet of things, or IoT, is a 

networked system of interconnected computing devices, a network of 

physical devices, artefacts, wildlife, or people with unique identifiers 

(UIDs) or the potential to exchange information without needing 

sentient or human-to-computer interaction. The Internet of Items is 

essentially a relatively simple concept; it entails linking all the 

valuable things in the world to the internet. IoT applications are 

projected to link and intelligently connect billions of ordinary things. 

It is already well-organised in a variety of disciplines. Wearable 

technology is a hallmark of IoT applications, and healthcare is likely 

one of the first sectors to put IoT to use. Fit Bits, heart monitors, and 

smartwatches are widely used nowadays. Smart Homes are perhaps 

the first thing that comes to mind when we think about IoT 

applications. Jarvis is the best example. We can think of it here. 

The Internet of Things today 
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 Jarvis is an AI system that Zuckerberg designed to operate his 

house and execute simple activities like turning lights on and off, 

managing the temperature of a particular room, playing instruments, 

opening doors, and so on. Livestock monitoring is concerned with 

animal farming and cost-cutting. We get to know about ill livestock 

earlier and help avert many sick cattle by utilising IoT apps to 

acquire data on the health and well-being of cattle breeders. IoT 

allows merchants to interact with consumers to enhance the in-store 

experience. Consider strolling into a TJ Maxx fitting room outfitted 

with sensors and an engaging screen. The sensors may interact with 

an interactive screen about the stuff we are experimenting with. As a 

result, the screen presents other complimentary things available in 

the shop. Smartphones will allow shops to stay in touch with their 

consumers even when not in the store. Farmers are leveraging 

significant data insights to improve their return on investment. Some 

basic applications of IoT include sensing ground soil moisture, 

managing water consumption for plant development, and deciding on 

bespoke fertiliser. 

 

 

  Integrated environments, which were at the heart of the successful 

adoption of smartphone platforms and could run a plethora of user-

driven apps and integrate numerous sensors and objects, are now 

lacking. Such super-stack-like settings, which bring together a 

variety of unique constituencies, provide a chance for Europe to 

establish IoT technologies ecosystems. For example, this may involve 

the establishment of open APIs, which would then provide a range of 

routes for the deployment of new apps and services. Such open APIs 

are significant at the module level on any abstraction level for 

software data analysis and processing, enabling app developers to 

access the underpinning communication infrastructure and integrate 

information created by different devices to generate additional value 

across diverse contexts. The next important step in the growth of the 

Internet of Things will become the coherence of efforts toward 

innovation at all levels. In the case of the IoT community, among the 

many conceivable "coherence frontiers," the following will most likely 

offer the basis for a move forward to the Internet of Things: 

Time for Convergence 
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Fig.2 : Illustrative of Time of Convergence 

 

Coherence of application interactivity: applications will become more 

sophisticated and modular, and the boundaries among applications 

and services will become more blurred. Fixed-programmed suites will 

be replaced with dynamic yet learning application bundles. Aside 

from technological interoperability, semantic interoperability will be 

critical for context-aware information sharing and processing.  

 

Coherence of comparable technological approaches: more significant 

ideas such as Smart Cities, Cloud computing, Future Internet, robots, 

and others will grow but will also partially merge with the Internet of 

Things due to complementarity. A creative perspective on possible 

synergies may aid in developing new ecosystems. 

 

Coherence of the actual and virtual worlds: Today, the real and 

virtual worlds are seen as opposing concepts. Simultaneously, virtual 

worlds expand tremendously with the quantity of data saved and 

ever-increasing information and network processing capabilities. 

Understanding both perspectives as complementary and integral to 

human development may result in new synergies for exploration into 

living worlds. 

 In almost the same way that a universe is typically characterized as 

the total of existence, an Internet of Things universe might link 

everything.  

Towards the IoT Universe 
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Different Internet of Things worlds may arise and live in parallel, 

perhaps overlapping and featuring automatic or fixed transfer gates, 

as a further similarity to emerging hypotheses regarding parallel 

universes.  

 

These forward-thinking ideas have a science-fantasy feel, but they 

are intended to investigate enhanced living worlds. The overall 

objective is to create and foster ecosystems of platforms for 

connected smart objects, integrating the next generation of devices, 

network technologies, software technologies, interfaces, and other 

evolving ICT innovations, both for society and people, to enable ICT 

to become pervasive at home, at work, and on the go.  

 

These environments will include practical and efficient security and 

privacy methods for devices, architectures, platforms, protocols, and 

features like openness, dynamic expandability, object 

interoperability, distributed intelligence, and cost and energy 

efficiency. While the impending Internet of Things-related research in 

Horizon 2022 and associated national research initiatives will address 

the issues mentioned earlier, social and policy difficulties, mainly the 

following, remain equally significant.  

 

We are creating a uniform, interoperable, yet accessible Internet of 

Things among industries, including standardization, concentrating 

effort and attention on critical social application areas like health and 

environment, emphasizing low energy usage and guiding security, 

privacy, trust, and ethical issues within the context of present law 

and the establishment of solid and future-proof global data protection 

regulations and providing resources such as spectrum to enable the 

pan-European provision of services and the elimination of 

impediments such as roaming and establishing the Internet of Things 

as a critical topic for international collaboration, both exchanging best 

practices and devising cohesive policies. 

 

In almost the same way that a universe is typically characterised as 

the total of existence, an Internet of Things universe might link 

everything. The Internet of Things (IoT) vision can be viewed from 

two perspectives: "Internet-centric" and "thing-centric." 

Internet of Things Vision 
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As the "things create data," the Internet-centric design premium 

Internet services. Smart gadgets take centre stage in the thing-

centric architecture. Because Equinix is in the centre of the Internet's 

linked world, we are primarily concerned with the Internet's 

perspective. A variety of causes are driving the development of IoT in 

the digital world, including: 

 

New and powerful mobile, wearable, and linked devices 

Most industrial sectors have applications (apps) that feed demand for 

mobile data while also testing the network's boundaries. 

Cloud-based applications and those that rely on cloud-stored content 

will grow as development on new Platform-as-a-Service, mobile point

-of-sale, and independent software vendor platforms advance. 

New use cases, such as mobile video, will significantly push costly 

network capacity increases. 

Device development, cloud-based application innovation, and the 

expansion of communication technologies across all sectors will 

guarantee that demand for mobile-connected devices grows at an 

exponential rate. Consequently, the bandwidth and efficiency of each 

device are predicted to rise during the next decade. 

 

The Internet of Things Vision: 

 

The growing number of real-time IoT applications will strain today's 

networks' performance capabilities. To deliver an increased user 

experience, we must discover strategies to lower machine-to-

machine interactions' end-to-end latency to single-digit milliseconds.  

IoT difficulties include, in addition to pushing the network's 

boundaries, privacy, participative sensors, big data, geographic 

information system-based visualisation, and cloud computing. 

Networks must also deal with conventional wireless sensor network 

challenges like design, fuel efficiency, security, protocols, and QoS. 

 

The ultimate objective is to have plug-and-play intelligent objects 

which can be implemented in any environment and have an 

interoperable interconnectivity backbone that enables them to blend 

in with other smart objects. The standardisation of frequency bands 

and processes is critical to achieving this aim. 

 

The following is a roadmap of essential advancements in IoT 

research, including the technical drivers plus key application results 

projected over the next decade: 
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Fig.3 : Source: Elsevier B.V. A., 2013, Internet of Things (IoT):  

A vision, architectural elements, and future directions 

 

The growth of markets and applications, their economic potential and 

their effect in solving social trends and concerns over the future 

decades has evolved considerably in recent years. Health and 

wellness, transportation and mobility, security and safety, energy 

and the environment, communication and e-society are the 

categories for societal trends. These developments present major 

consumer electronics, automotive electronics, medical applications, 

communication, and other areas. More-Moore and More-than-Moore 

semiconductor technology, communications, networks, and software 

improvements directly benefit these applications. 

The Internet of Things' potential applications is wide and varied, 

penetrating almost every aspect of people, businesses, and society's 

daily lives. The IERC has identified and outlined the primary Internet 

of Things applications, covering a wide range of application areas, 

including intelligent energy, innovative health, smart buildings, smart 

transportation, smart industrial, and smart city.  

IoT Strategic Research and Innovative Directions 
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The idea of a ubiquitous IoT necessitates the integration of numerous 

domains into a single, unified domain. It addresses the enabling 

technologies required for these domains while considering the third 

dimension components such as security, privacy, trust, and safety. 

The IERC-identified IoT application areas are based on expert 

feedback, surveys, and reports. The Internet of Things application 

includes "smart" environments/spaces in areas such as 

transportation, buildings, cities, lifestyle, retail, agriculture, factories, 

supply chain, emergency, health care, user interaction, culture and 

tourism, environment, and energy. The application domains also 

include the domain of Industrial Internet, where intelligent devices, 

intelligent systems, and intelligent decision-making represent the 

primary ways in which the physical world of machines, facilities, 

fleets, and networks can more deeply merge with the digital world's 

connectivity, big data, and analytics. Manufacturing and industrial 

automation are under strain in several industries due to reduced 

product life cycles and the requirement for faster time to market. As 

a result, the next generation of production systems will be designed 

with flexibility and reconfiguration as a primary goal. This move from 

conventional, centralised control applications to an interconnected, 

cooperative "Internet of Things" approach is imminent. Meshed 

networks are replacing solid hierarchies, and formerly passive 

devices are being replaced with "smart objects" that are network-

enabled and can compute activities. The software must adapt to and 

use changes in the hardware. SOAs are a well-known concept in 

business computing for dealing with flexibility and reconfiguration 

needs in a loosely linked way. However, due to strict boundary 

limitations such as limited resources and real-time needs, the general 

principles of SOAs cannot be readily transferred to embedded 

networks and industrial control applications. The updated list of IoT 

applications shown below contains examples of IoT applications in 

several disciplines, demonstrating why the Internet of Things is one 

of the top five critical technological developments for the next five 

years. 

The Internet of Things' pervasiveness is a reality of life due to its 

adoption by a wide variety of sectors. The adaptability of IoT makes 

it an appealing alternative for so many enterprises, organisations, 

and government divisions that were ignoring it make no sense. Let us 

understand some IoT applications from various industries: 

IoT Applications 
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1. Agriculture IoT Applications 

Indoor planting benefits from IoT since it allows for the monitoring 

and controlling of microclimate conditions, which boosts yield. For 

outdoor planting, IoT-enabled devices can detect soil moisture and 

nutrients and better operate smart irrigation and fertiliser systems in 

combination with weather data. If sprinkler systems, for example, 

only discharge water when required, a valuable resource is not 

wasted. 

 

2. Consumer-Oriented IoT Applications 

IoT gadgets such as wearables and smart homes make life simpler 

for the average person. Fitbits, cellphones, Apple watches, and health 

monitors are wearables. These gadgets enhance entertainment, 

network connection, health, and fitness. Intelligent homes take care 

of things like setting environmental controls so that our home is at its 

most comfortable when we arrive. Dinners that need the use of an 

oven or a crockpot may be started remotely, ensuring that the meal 

is ready when we arrive. Security is also made more accessible, with 

the customer can operate appliances and lights remotely and activate 

a smart lock, allowing the proper persons to enter the home even if 

they do not have a key. 

 

3. Internet of Things (IoT) Applications in Healthcare 

To begin with, wearable IoT devices allow hospitals to monitor their 

patients' health at home, decreasing hospital stays while giving up-to

-the-minute real-time information that might save lives. Smart beds 

in hospitals keep employees aware of available space, reducing wait 

time for the open room and installing IoT sensors on vital equipment 

results in fewer failures and more excellent dependability, which may 

mean the difference between life and death. With IoT, elderly care 

becomes substantially more pleasant. Sensors can detect whether a 

patient has fallen or is having a heart attack, in addition to the 

previously described real-time home monitoring. 

 

4. Insurance IoT Applications 

The Internet of Things revolution has the potential to impact the 

insurance business. Insurance firms may provide policyholders with 

discounts on IoT devices like Fitbit. By using fitness monitoring, the 

insurance can provide personalised coverage and promote healthy 

behaviours, which benefits everyone, insurer and consumer alike, in 

the long term. 

 

5. Internet of Things (IoT) Applications in Manufacturing 

Another massive winner in the IoT sweepstakes is the realm of 

manufacturing and industrial automation.  
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RFID and GPS technology may assist a manufacturer in tracking a 

product from its inception on the manufacturing floor to its placement 

in the destination shop, therefore tracking the whole supply chain 

from beginning to end. These sensors may collect data on transit 

duration, product condition, and environmental conditions exposed to 

the product. Sensors linked to manufacturing equipment may aid in 

the identification of bottlenecks in the production process, minimising 

wasted time and waste. Other sensors put on the same machinery 

may also watch the machine's performance, forecasting when the 

unit will need repair and saving expensive failures. 

 

6. Retail IoT Applications 

IoT technology has a lot to offer the retail industry. Sales numbers 

from online and in-store purchasing may drive warehouse automation 

and robots using IoT sensors. RFIDs, which are now widely used 

across the globe, play an essential role in much of this. Mall sites are 

risky; business fluctuates, and the introduction of internet shopping 

has reduced the demand for brick and mortar shops. On the other 

hand, IoT may assist evaluate mall traffic so that retailers in malls 

can make the required modifications to improve the customer's 

shopping experience while lowering overhead. IoT enables merchants 

to target customers based on previous purchases in terms of 

consumer interaction. A store might create a customised campaign 

for its loyal consumers using the information supplied by IoT, 

removing the need for expensive mass-marketing promotions that 

have a lower likelihood of success. Many of these campaigns may be 

carried out using clients' cellphones, particularly if they have an app 

for the relevant shop. 

 

7. Transportation IoT Applications 

Most people have heard about the progress being made with self-

driving automobiles at this point. However, this is just a tiny portion 

of the enormous potential in the realm of transportation. The GPS, 

another example of IoT, is being used to assist transportation 

businesses in plotting quicker and more effective routes for vehicles 

delivering freight, hence shortening delivery times.  

There has already been substantial development in navigation, which 

again refers to a phone or car's GPS. However, municipal planners 

may utilise such information to calculate traffic patterns, parking 

space demand, and road development and upkeep. There is even a 

chance that applications might be developed to prohibit a vehicle 

from starting if the driver is intoxicated! 
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8. Internet of Things (IoT) Applications in Utilities/Energy 

Environmental variables such as humidity, temperature, and 

illumination may be monitored with IoT sensors. The data supplied by 

IoT sensors may be used to develop algorithms that manage energy 

use and make the necessary changes, removing the human factor. 

Businesses and individual houses may benefit from considerable 

energy savings with IoT-driven environmental management, which 

helps everyone in the long term, including the environment! 

 

On a bigger scale, data collected through the Internet of Things may 

be utilised to improve the efficiency of municipal electricity grids by 

assessing aspects such as use. Furthermore, the sensors may aid in 

the quicker identification of outages, boosting the reaction time of 

repair teams and minimising blackout times.  

 

 

There is anticipated more than 21 billion IoT devices by 2025. A 

simple glance back reveals where IoT devices are headed. Consider: 

According to IoT Analytics, more than 4.7 billion items were linked to 

the internet in 2016. How about 2021? The market for IoT devices 

will grow to approximately 11.6 billion units. 

 

IoT devices will continue to be used by cybercriminals to support 

DDoS assaults. The world was exposed to the first "Internet of 

Things" malware in 2016 - a strain of malicious software capable of 

infecting devices such as DVRs, security cameras, and others. Mirai 

virus gained access to the devices by utilising the default passwords 

and usernames. 

 

What occurred after that? The software transformed the infected 

machines into a botnet, allowing a Distributed Denial of Service 

(DDoS) assault to overload websites with internet traffic. The assault 

ended up overloading one of the world's top internet hosting firms, 

halting several significant, well-known websites and services for 

hours. 

 

This kind of malware is referred described as "open source," which 

indicates that the code is accessible for anybody to change. 

Future Internet Technologies 
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More cities will become "intelligent." Consumers will not be the only 

ones to make use of IoT gadgets. Cities and businesses will 

increasingly use innovative technology to save time and money. 

Cities will be able to automate, remotely monitor, and gather data 

via visitor kiosks, video camera surveillance systems, bike rental 

stations, and taxis, among other things. 

 

Artificial intelligence will continue to grow in importance. Smart home 

hubs, thermostats, lighting systems, and even coffee machines 

gather information on our preferences and use trends. When we set 

up voice-controlled devices, we give them permission to record what 

we say to them and save the recordings in the cloud. In most 

situations, the data is gathered to aid in what is known as machine 

learning. Machine learning is a sort of artificial intelligence that 

enables computers to "learn" without programming. The computers 

are designed in such a manner that they concentrate on the data that 

they receive. This additional information may then be used to help 

the computer "learn" about your tastes and modify itself 

appropriately. For example, when a video website offers a movie we 

would like, it has most likely learnt our tastes based on our previous 

selections. 

 

Routers will continue to improve in terms of security and intelligence. 

Most consumer IoT devices are susceptible to assaults since they are 

located in the house and cannot be protected by security software. 

Why? Many manufacturers work hard to bring their IoT goods to 

market as soon as possible so that security may be an afterthought. 

This is when our home router comes into play. The router is 

effectively the internet's entry point into our house. 

 

Though many of our connected devices could be safeguarded, the 

router can give security at the point of entry. A standard router has 

certain security features such as password protection, firewalls, and 

the option to set it only to allow particular devices on our network. 

 

Router manufacturers will almost certainly continue to look for new 

methods to improve security. 

5G networks will continue to fuel the expansion of IoT. Major cellular 

operators will keep deploying 5G networks. 5G cellular wireless, or 

fifth-generation cellular wireless, offers faster speeds and the 

capacity to connect more intelligent devices simultaneously. 
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Faster networks imply that the data collected by our smart devices 

will be acquired, analysed, and managed to a greater extent. This will 

drive innovation among IoT device manufacturers and increase 

customer demand for new goods. 

 

Automobiles becomes intelligent. 

The coming of 5G will catapult the automotive sector into high gear. 

The development of autonomous automobiles and the already-on-the

-road linked vehicles will benefit from speedier data movement. 

 

We may not consider our automobile to be an Internet of Things 

gadget. However, new automobiles will progressively analyse our 

data and communicate with other IoT devices, including other high-

tech four-wheel vehicles. 

 

The coming of 5G will also usher in new privacy and security issues. 

More 5G IoT devices will eventually directly connect to the 5G 

network rather than a Wi-Fi router. As a result of this tendency, such 

gadgets will be increasingly exposed to direct assault. 

 

Because IoT devices would circumvent a central router, it will be 

more difficult for home users to monitor all IoT devices. The rising 

dependence on cloud-based storage will provide attackers with new 

targets to exploit on a larger scale. 

 

DDoS assaults based on IoT will become more deadly. Botnet-

powered distributed denial of service (DDoS) assaults have brought 

down websites by infecting IoT devices. Other assaults may be 

directed using IoT devices. 

 

For example, future efforts to destroy IoT devices are possible. One 

hypothetical scenario might be a country turning off residential 

thermostats in a hostile country during a hard winter. 

 

Concerns about security and privacy will fuel legislative and 

regulatory activities. The rise in IoT devices is only one of the 

reasons for increased security and privacy issues. 

 

The European Union introduced the Regulations in mid-2018. GDPR 

has prompted comparable security and privacy measures in several 

countries across the globe. California, in the United States, recently 

approved stricter privacy legislation.  



16 

The Internet of Things (IoT) has the potential to radically alter every 

industry, spanning farming to aviation and healthcare. Everything in 

our globe will become networked during the next several decades. 

 

Report on the Internet of Things 

The Internet of Things is set to alter every industry dramatically.  

However, improved connection raises several risks. The IoT will 

create enormous volumes of data, putting strain on the Web and 

compelling us to develop more effective methods of transmitting and 

storing this data. Perhaps foremost among these issues are 

infrastructural problems as other industries expand due to the IoT. 

 

Platforms for the Internet of Things 

Municipalities will face increased demographic pressures in the future 

years as the population continues to migrate toward cities. To 

address this, they will link their public infrastructure more regularly 

to operate their cities more effectively and enhance citizens' quality 

of life. Additionally, cities have begun applying some of these tactics. 

 

Fore cast Total Base of IoT Device Installation 

By 2026, there will be more than 64 billion IoT devices deployed 

worldwide. For example, connected security cameras assist police 

agencies in monitoring high-crime areas. Cities benefit from 

connected traffic signals by reducing congestion in high-traffic zones. 

Additionally, linked street lighting enable communities to reduce their 

energy expenses. AT&T and the Dallas Innovation Alliance completed 

a year-long case study on smart cities in 2018. The alliance launched 

nine intelligent city initiatives, each of which generated data 

demonstrating the effect of smart city solutions. Several of the 

outcomes are as follows: 

 

We are utilising the camera and sensor data to improve traffic signal 

timings and guide police patrol and deployment patterns resulting in 

a 13% increase in pedestrian movement on sidewalks and a 6% 

decrease in crime rates. Bright lighting using low-power LED bulbs 

resulted in a 35% decrease in lighting energy expenditures. 

 

According to Business Insider Intelligence, over 64 billion IoT devices 

will be deployed globally by 2026. 

Infrastructure for the Internet of Things 
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