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AN ANALYTICAL STUDY OF THE LEGAL FRAMEWORK RELATING TO 

CYBER SECURITY IN INDIA AND USA WITH SPECIFIC REFERENCE TO BANK 

FRAUDS 

 

CHAPTER 1  

 

1.1 ABSTRACT 

Cybercrime is on the increase as a result of the banking industry's digital transformation and 

use of new technology. As a result of technological growth and development, the banking 

sector is now challenged by new issues in terms of customer service and cybercrime. The 

banking sector invests much in cybersecurity and the maintenance of a solid IT infrastructure. 

However, fraudsters are developing new as a result of the digital transformation of the banking 

industry and the employment of new technologies. Cybercrime is on the rise in this sector.  

Electronic banking fraud has been a source of worry throughout the world for some time. It has 

forced a big number of institutions into bankruptcy and caused enormous distress to a large 

number of customers. Fraudsters are always inventing new techniques to escape discovery and 

defraud banks and customers of their money and other assets. This research takes a critical look 

at electronic banking crimes, including how they are detected and controlled, as well as the 

difficulties associated with detecting and controlling frauds of this kind.  

Fraudulent transactions serve as a catalyst for the illicit misappropriation of personal 

information and constitute a major danger to national security. This problem is exacerbated by 

the rising complexity of commercial transactions using credit cards, which makes regulating 

them more challenging. Compliance with industry standards for information technology 

security is mandated by law for both public and private sector organizations, and these 

standards typically require the development of security policies and audit trails for these 

organizations, particularly for key systems that hold sensitive information, in order to comply.  

The definition of security policies and the implementation of technical controls to protect 

corporate systems from cyber threats and abuse have long been the domain of enterprise 

architects. However, as transactional information systems become more complex, it becomes 

increasingly difficult to achieve compliance with and assess security policy guidelines unless 

the capacity to capture and model the complexity of security at the business level is available. 

Using a straightforward financial trading case study as an example, we present a semantic 
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approach to security policy reasoning that makes use of conceptual graphs to aid in the 

decision-making process. It is possible to capture the semantics of fraudulent transactions via 

security policy rules using this technique since it gives an ontology that enterprise architects 

may use. methods of breaking into bank systems. 

Keywords: banking sector, digital transformation, securities policies, the banking industry  
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1.2 INTRODUCTION 

For hundreds of years, the banking industry has been under pressure. To begin, there was the 

literal robbery of money. Then there was cybercrime. Today, cyber fraud is not limited to 

hacking into systems in order to gain a customer's personally identifiable information (PII). As 

a result, cyber security in banking is critical. As consumers and businesses do the majority of 

their transactions online, the danger of a data breach grows every day. This is why a greater 

focus is being placed on examining the critical nature of cyber security in banking sector 

activities. The reason cyber security is critical in banking sector operations is to safeguard 

consumer assets. As more individuals become cashless, transactions are conducted online or 

through physical credit scanners. In both cases, personally identifiable information (PII) may 

be routed to other places and utilized for nefarious purposes. This has an effect on more than 

just the buyer. Additionally, it causes significant damage to the bank while they strive to 

retrieve the data. When information is held hostage, the bank may be forced to spend hundreds 

of thousands of dollars to get it back. As a result, their clients and other financial institutions 

lose faith in them. 

 

1.3 RESEARCH PROBLEM  

There are many of these among the systemic cybersecurity challenges in India including a lack 

of expertise, inadequate finances, a lack of top management support, poor identity and access 

management, a surge in ransomware, and the usage of mobile devices and mobile apps. Is the 

purpose of this dissertation to study the growth in internet and mobile banking use and the rise 

in cybercrime over the last several decades. Some examples of cybercrime include credit card 

fraud, phishing, spamming, spoofing, electronic money laundering, and denial-of-service 

assaults. 
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1.4 RESEARCH OBJECTIVE:  

1. To draw attention to potential flaws in present cybercrime legislation;  

2. To provide recommendations for reform and necessary changes intended to stop and 

control cybercrime. 

3. To get a basic understanding of cybercrime and its various expressions  

 

1.5 RESEARCH QUESTION:  

1. Whether the Indian laws sufficient to counter cyber-attacks?   

2. Whether there is a requirement for separate cybercrime laws?  

3. Is India's legal system more efficient than that of developed countries such as the United     

States and the United Kingdom? 

4. How can cybercrime be combated? 

 

1.6 HYPOTHESES:  

The present legislative framework and enforcement machinery are not properly equipped to 

combat cybercrime. 

 

1.7 SCOPE & LIMITATION OF THE STUDY:  

The purpose of this research is to make a systematic study of cybercrime in the framework of 

bank fraud. The effort will be made to analyze the legislation as enshrined in the IT Act, 2000, 

its enforcement, flaws, and efforts to correct them, as well as to refer to the ITAA, 2008. Also, 

the researcher will compare specific sections of Indian law to those of the United States 

wherever required. The paper's main constraint is that it is limited to the laws of India and two 

developed countries. 

1.8 RESEARCH METHODOLOGY:  

The researcher follows the doctrinal method. The doctrinal approach is typical legal research 

which includes referring to legal articles and books. It focuses on case laws, statutes, and other 

legal resources. 
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1.9 MODE OF CITATION:  

Harvard Bluebook, 21st Edition. 

 

1.10 LITERATURE REVIEW:  

1. Anirudh Rastogi, “Cyber Law- Law of Information Technology and Internet” 

The author of this book analyzed and reviewed Indian laws governing information 

technology and various types of cybercrime. It also addressed the IT Act, as well as 

legislation regulating jurisdiction, e-contracts, intellectual property rights, and electronic 

evidence. Additionally, this book covers developing areas of research and issues such as 

state surveillance, data storage, digital currencies, and social media regulation, as well as 

e-governance. 

 

2. Talat Fatima, cybercrimes First edition 2012, Eastern Book Company  

The author highlights the innovative difficulties that the legal world confronts in the 

modern cyber age, identifies online crime offenses; and analyses legal issues and 

arraignment procedures for cyber offenders; The book thoroughly analyses and explores 

Indian cyber laws and judicial processes, as well as those of the United Kingdom and the 

United States. 

 

3. Vakul Sharma, “Information Technology- Law & Practice” 

It is written in plain English and includes examples, stories, and drawings that readers will 

not find in any other book of this kind. Additionally, this book examines the many issues 

and facets of information technology. And concerns relating to cybercrime, Internet 

censorship, virtual currency, child pornography, cyber terrorism, cyber security, and social 

media are addressed legally. 

 

4. Talwant S, Cyber Law & Information Technology 

The author delivers that AD&S Judge has delivered a speech on the need for cooperation 

between law enforcement and computer specialists. Both, according to the author, are 

critical for ensuring a robust cyber security system in the nation and making cyberspace 
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secure. The author also conducted a comparative analysis of legal definitions in the United 

States and India. 

 

5. Talat Fatima, Cybercrimes Second edition 2016, Eastern Book Company  

The author identifies the special legal problems which the internet has created and examines 

the ways in which these are dealt with under Indian Law. Highlights the common principles 

which are used globally to regulate the use of the net and compares it with the Indian 

scenario. All statutory law and case law developments have been updated. A new chapter 

on Cloud Computing is envisioned as the next-generation architecture of an IT enterprise. 

 

6. Pavan Duggal, The Information Technology Act along with Rules, Regulations, 

Policies, Notifications, etc. 

Pavan Duggal's Cyber Law is a comprehensive section-by-section commentary on the 

Information Technology Act, 2000. Apart from the legislative provisions, the book also 

contains the Rules, Regulations, Policies, and Notifications enacted according to the Act, 

making it a handy reference on the topic. The ratios of all significant landmark judgments 

rendered by the country's constitutional courts throughout the interregnum, affecting and 

shaping this area of law, have been included in this second edition, as has the commentary. 

The book will be of considerable use and interest to everyone interested in this area of law, 

notably students, faculty members at various law schools and universities, and legal 
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1.11 CHARACTERISATION  

 

CHAPTER 1: INTRODUCTION  

It includes an introduction, research problem, objectives, research questions, and hypothesis 

on the topic. 

 

CHAPTER 2: CYBERCRIME & CRIME RELATING TO BANK FRAUD: AN 

ANALYSIS  

Cybercrime, often known as computer crime, is the illegal use of a computer to perform illegal 

activities such as fraud, trafficking in child pornography and intellectual property, stealing 

identities, and violating privacy. 

An illegal internet banking involving one's bank account, debit, or credit card might be the 

result of email spoofing, phishing, or an act of card cloning. If you become a victim of fraud 

using net banking, ATM transactions, or any other online transaction, you must file a report. 

 

CHAPTER 3: LEGAL FRAMEWORK RELATING TO CYBER SECURITY IN INDIA 

& USA  

Cyber laws are defined in India under the Information Technology Act, 2000 ("IT Act"), which 

comes into effect on October 17, 2000. The Act's primary objective is to legitimate electronic 

commerce and to enable the filing of electronic records with the government. 

Cyber security is an increasing problem for both the public and private sectors in the United 

States. With the expansion of the intricate information technology regime and the e-commerce 

industry in the United States, cybercrime is increasing at a speed level, resulting in massive 

losses for the government and the public. 

Computer Fraud and Abuse Act [CFAA] 

Credit Card Fraud Act 

Federal Cybersecurity Laws 

 

CHAPTER 4: ROLE OF JUDICIARY IN TACKLING BANK FRAUD  

UNION BANK OF INDIA HEIST, JULY 2016 

Through a spam email sent to an employee, hackers gained access to credentials to initiate a 

cash transfer, transferring $ 171 million to Union Bank of India, prompting the bank to recover 

almost all of the funds. 

DATA THEFT AT ZOMATO, MAY 2017 
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The department of food firm found that an ethical hacker acquired data from 17 million 

customers, including their names, email addresses, and hashed passwords. The hacker 

demanded that the company disclose its security flaws and sell them on the Dark Web had. 

PETYA RANSOMWARE, JUNE 2017 

The cyber assault had a global effect, especially in India, where container terminal services 

were affected at a port run by Danish company AP Moller-Maersk at Mumbai's Jawaharlal 

Nehru Port Trust. 

 

CHAPTER 5: THE RELEVANCE EXISTING LAW AND REGULATION RELATING 

TO CYBERCRIME AND BANK FRAUD: A CRITICAL ANALYSIS  

It is unlawful to engage in cybercrime, and several rules and regulations have been created by 

different agencies to punish those who do so. The Indian Penal Code, 1860 (IPC) and the 

Information Technology Act, 2000 (IT Act) both punish a number of cybercrimes; therefore, 

it is not unexpected that many of the provisions of the IPC and the IT Act are similar in scope. 

 

CHAPTER 6: CONCLUSIONS / SUGGESTIONS. 

The legislature should supervise the operation of massive information banks. 

Cases should be resolved speedily to address concerns and increase confidence in the general 

public. 

The legislation should be strictly enforced and such violations should be monitored on a regular 

basis. 
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CHAPTER 2 

CYBERCRIME & CRIME RELATING TO BANK FRAUD: AN ANALYSIS 

 

2.1 INTRODUCTION 

In today's society, cybercrime is not a new form of crime. It is defined as any criminal conduct 

carried out on or via the use of computers, the internet, or any other technology recognized by 

the Act. It is the most common kind of crime in India, and it has a devastating impact on the 

country's contemporary civilization. Furthermore, criminals may hide their identity to a huge 

extent while inflicting damage on society. The internet is a popular place for criminals to 

perform their activities. A wider definition of cybercrime may include any illegal activity 

involving the use of a computer or the internet either as a tool or as a target, or perhaps both. 

The term "cybercrime" has been used by Indian courts in several cases, despite the lack of 

legislation or regulation by the Indian Parliament defining the term. There is no end in sight to 

the problem of cybercrime, which has its roots in the growing dependence on technology in 

our daily lives. People's dependence on computers and similar technology has grown to the 

point that they feel it necessary to utilize them on a daily basis for their own benefit. A kind of 

communication that has no boundaries and can never be measured, it is this form of 

communication. While the internet offers many advantages, it is not without its drawbacks, 

including some dark ones1. There has been a significant rise in cyberstalking. Cyberterrorism, 

email spoofing, email bombing, cyber pornography, and cyber defamation are all instances of 

cybercrime. In the event that they are carried out via computers or the Internet, several classic 

crimes may also be considered cybercrimes. 

 

2.2 HISTORY AND EVOLUTION OF CYBERCRIME 

The first successful computer was constructed in the 1950s, and it was so big that it took up an 

entire room and was too expensive to maintain2. Anyone who uses palmtops or microchips 

today would be surprised to read this. There were only a few persons who could understand 

 
12009 edition, [CHAUBEY R. K], [AN INTRODUCTION TO CYBER CRIME AND CYBER LAW], (1970, 

January 1) 
2KatieChadd, [The History Of Cybercrime And Cybersecurity, 1940-2020]  

[https://cybersecurityventures.com/the-history-of-cybercrime-and-cybersecurity-1940-2020/] (22nd June 2022 at 

2:35 pm) 
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the workings of these computers, and only a few of them had direct access to them and the 

knowledge needed to operate them. Although computer technology remained prohibitively 

expensive and beyond most people's buying power until IBM's "personal computers" were 

introduced in 1981, the advantages of quick data access to information that had previously been 

accessible to just a select few were more widely known. Personal computers became popular 

in India around the beginning of the 21st century, making them accessible to the majority of 

the population. After World War II, a network that could operate and transfer information in 

the event of a natural disaster or conflict was created as a goal for the Internet by the US 

Department of Defence. 

State-owned Videsh Sanchar Nigam Limited (VSNL) started internet services in India in 1995, 

and in 1998, the government revoked VSNL's monopoly and opened the market to private 

providers. At the time, less than 0.1 percent of India's total population was online; now, India 

is second to only China in terms of online users, with 33.22 percent of the population online3. 

Most common law systems gradually criminalize human conduct that is deemed harmful to the 

public. Pressure from special interest groups and problem identification might endure for 

decades before "criminal" conduct is labelled. Catalyst events that grab attention from both the 

public and the legislature may speed up this process4. 

It was in 1820 that the first recorded case of cybercrime occurred. Since 3500 B.C., India, 

Japan, and China have all had abacuses, which are sometimes regarded as the earliest 

computers. It was Charles Babbage's analytical engine that ushered in modern computing. The 

loom was created in 1820 by Joseph-Marie Jacquard, a French textile producer. When it came 

to the weaving of specialist fabrics, this equipment made it feasible to repeatedly go through a 

series of steps. As a result, employees at Jacquard were worried that their jobs and livelihoods 

might be in jeopardy. So that Jacquard would not use the new technology again, they carried 

out acts of sabotage. The first recorded instance of cybercrime has been reported. 

In the 1980s, legislators were more worried about computer crime as firms became more 

dependent on computerization and as catalytic event examples indicated enormous 

vulnerabilities to computer crime breaches. Now, criminals may easily encrypt, store, and 

move evidence of their illegal activities without fear of law enforcement detection. Due to the 

Internet's incredible effect, a computer crime scene may now extend beyond the victim's 

 
3 List_of_countries_by_number_of_Internet_users 
4 Abraham D. Sofaer, Seymour E, The Transnational Dimension of Cyber Crime Terrorism, 

Hoover Institution Press, 2001. 
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physical location (e.g., the victim's home computer) to any other point on the globe, making 

the criminal investigation more difficult. When it comes to criminal justice, computer 

technology has had a significant impact on the landscape because criminals have taken 

advantage of the technology in order to commit their illegal acts, both in cases where the 

victim's computer is used as a device of crime and in cases where it is used as an intention or 

target of the crime. Aside from this, modern computer technology aids cybercriminals when 

the computer is used in conjunction with the crime; situations where the computer is used to 

preserve and secure evidence tying the perpetrator to illicit action. Among these crimes, the 

criminal depends largely on the incompetence of law enforcement to carry out the activities 

and avoid detection5. Now that we have entered the twenty-first century, it's evident that 

technological improvements have opened up a world of possibilities for the vast majority of 

people who use computers on a daily basis, whether it's for work, school, shopping, or 

entertainment. We can never go back to the way things were before the rapid advancements in 

computer technology. These improvements allow us to send and receive information quickly 

across long distances, as well as collect and handle enormous amounts of data in a cost-

effective manner. There is a risk, though, in the technical advances that have made our lives 

better. Aside from improving the lives of many, computer technology has also increased the 

number of criminals who can commit crimes. 

2.2.2 DEFINITION OF CYBERCRIME 

Cybercrime is not clearly defined in any Indian law. Even the Information Technology Act of 

2000, which deals with cybercrime, does not define the word. However, the term "cybercrime" 

refers to any illegal action that happens through or with the use of the internet or computers.  

Cybercrime is defined by Dr. Debarati Halder and K. Jaishankar as "offenses committed 

against people or groups with the purpose to wilfully destroy the victim's reputation or to inflict 

bodily or mental injury or loss to the victim, directly or indirectly, via the use of contemporary 

telecommunication networks like the internet (Discussion forums, email messages, notice 

boards, and communities) and mobile phones (SMS/MMS) 

 
5[HOLLIS STAMBAUGH]; [DAVID S. BEAUPRE]; [DAVID J. ICOVE; RICHARD BAKER]; [WAYNE CASSADAY]; [WAYNE 
P. WILLIAMS],[ ELECTRONIC CRIME NEEDS ASSESSMENT FOR STATE AND LOCAL LAW ENFORCEMENT](2001)  
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We don't have a clear definition of what constitutes cybercrime; nonetheless, some frequent 

definitions include:  

1. The Oxford Dictionary defines cybercrime as "criminal behavior performed using 

computers and the internet6." 

2. "Cybercrime can be defined as any crime whose ancestor is a traditional crime and in which 

the computer is either a tool or a target of the crime." 

3. A "cybercrime" is defined as any crime that involves the use of digital communications or 

information systems, such as any device, the Internet, or a combination of them7. 

In his book The Indian Relevant Legislation with Cyber Glossary, Professor S.T. Viswanathan 

defines cyberspace in three ways: 

1. An offense in which a computer is utilized in some way, whether as a weapon or a method 

of execution, is considered a cybercrime8. 

2. Incidents in which criminals benefit while victims lose money by the use of computer 

technology are referred to as cybercrimes9. 

3. Data processing and transmission including automated data processing and transfer are 

considered computer abuse10. 

2.3 NATURE AND SCOPE OF CYBERCRIME  

In today's society, crime is a part of everyday life. Cybercrime will never be removed from 

society, no matter how hard we try. In the same way, it's more improbable, endless and subject 

to judicial interpretation. However, throughout time, the nature, breadth, and meaning of crime 

have evolved as a result of cultural shifts. In reality, a crime-free society is a myth, and it is 

impossible to remove and separate crime from the rest of society. As a result, a crime's nature 

is dictated by the character of society. 

As a society becomes more complicated, so does the crime that happens or develops in its 

immediate surroundings. It is essential to understand the role of crime in society. Identifying 

all of the factors that influence and contribute to criminal activity is essential. The crime must 

be understood by society's economic, political, and socio-economic institutions. The criminal 

 
6(INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTATION TECHNOLOGY), 

http://www.ripublication.com/irph/ijict_spl/ijictv4n3spl_06.pdf(20th june,22)   
7(CYBERCRIMEBYPARTHASARATHI), www.naavi.org/pati/pati_cybercrimes_dec03.htm, (20th June,2022) 
8 19th Edition University Press, [J.W.C. TURNER], [KENNEY’S OUTLINES OF CRIMINAL LAW], (1966), 
91st Edition,[ TALAT FATIMA], [CYBER CRIME], 2011, (pg. 64-68) (17)  
10Vol.1,[R.C. NIGAM],[ PRINCIPLES OF CRIMINAL LAW](1965)  
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justice system takes preventive and corrective measures, and although society's improper 

behavior is also taken into account, the process of establishing the type and scope of a crime. 

New socio-economic opportunities and political issues have arisen as a result of technological 

innovation, and rather than helping the state to resolve the issue, it has created a new complex 

scenario that is difficult to manage and understand, and it is much more difficult to apply 

current legislation in the face of circumstance. The government apparatus lacks the resources 

and understanding necessary to combat modern crime. Until the last three to four decades, no 

one could have predicted the impact computers would have on modern society. Many sections 

of the world have become more integrated economically and culturally because of this 

technology. It is now possible to see the whole world from a single location because to 

advances in computer technology Nowadays, technological advancements have removed the 

limitations of time and space. A jurisdictional issue has arisen in the legal system, which seems 

illogical considering the many benefits computers currently provide. 

One of the most difficult parts of doing international business via the internet is determining 

where the transaction should be governed by local law. When courts were presented with 

jurisdictional concerns and were unable to find the proper location for hearing cyber-related 

disputes, there was an unbearable level of confusion11. When compared to physical crime, 

cyberspace or the virtual world does not have borders. Because of this, enforcing laws against 

cybercrime is a challenge. For technological reasons, we are unable to solve the problem of 

cybercrime with regional equipment. Due to cybercrime's distinct character, the territory's 

applicable legislation is insufficient to deal with it. Cybercrime's global reach exasperates the 

challenges of combating it. Despite its many advantages, the rapid development of internet 

technology has also given criminals a means to carry out their crimes with the least amount of 

risk of discovery. The spread of abnormal conduct in society has been assisted by the internet. 

Now that cybercrime has gained speed, we face major threats to world civilization because of 

its impact on the internet. Increasing technological dependence has made human civilization 

increasingly vulnerable to cybercrime. Cybercrime is becoming a global problem that requires 

a response from the government. It is difficult to generalize crime in the existing setting. 

Cybercrime can't be understood and controlled on a national level; it has to be dealt with on an 

international level. Preventative and remedial actions must be implemented, as well as new 

 
112004 Edition,[ KEVIN J CONNOLLY][ LAW OF INTERNET SECURITY AND PRIVACY]2003 
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laws. We shall only be able to protect our civilization from the horrible crime known as "Cyber 

Crime" if we create a global defensive system.  

2.3.1 The Mens Rea and Actus Reus Doctrines in Cybercrime  

There are two main aspects of conventional criminality: 

Mens Rea and Actus Reus. Actus Reus translates to "The result of human activity in the way 

that the law intends to prevent". An oversight committee must exist or failing to act would be 

a crime. "A" denotes a "guilty mental state" in the legal sense of the word12. A crime's mental 

component is just as important as the physical. As long as you're doing what you're doing, you 

are guilty of committing an infraction. Most crimes involve some proof of a mental component 

of one kind or another. It is very challenging to investigate cybercrime. Find out what the 

cybercriminal was thinking. 

Considering the hacker's state of mind may help determine whether or not they were aware of 

the unauthorized access, which is an important consideration in cybercrime as a result, the 

hacker doesn't need to have a "Specific" computer in mind when he or she refers to "computer." 

Consciousness on the part of an outsider with no access to the system may be identified as a 

hacker. To prove that a hacker intentionally went above his or her authority is more difficult if 

the hacker already has a restricted amount of power, as may be the case with a company 

employee accused of abusing that authority. 

In cybercrime, Actus Reus has become a difficulty since the whole act is digitally committed 

in an intangible context. However, even if the criminal leaves behind some evidence, it is a 

monumental task for the law enforcement machinery to prove it in court, as required by 

physical form, or at the very least in a form that is admissible in evidence13.  

2.4 TYPES OF CYBERCRIME:  

2.4.1 THE DIFFERENT KINDS OF CYBERCRIME ARE:  

1. Unauthorized Access and Hacking:  

Unauthorized access is any type of internet access, computer system, or computer network that 

is not allowed by the computer's owner or person in charge. The word "hacking" refers to an 

 
12 R.C. Nigam,"Law of Crimes in India", Principles of Criminal Law, Vol. I (AsiaPublishing House, 1965) 6. 
13Pretty Lather, Cyber Crimes in India and the Legal Regime to Combat it. Dissertation 

(unpublished) submitted to the Faculty of Law, University of Delhi, 2006,15.  
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unauthorized intrusion into a software system and/or network. Any act carried out with the goal 

of getting access to the computer and/or network is considered hacking. To attack a target 

system, hackers can write their own software programs or use pre-written ones. They are driven 

by a desire to destroy and find pleasure in it. Certain hackers hack for financial gains, such as 

gathering credit card information, transferring monies from many financial transactions to their 

own, and then withdrawing the proceeds. Hackers target government websites the most often. 

2. Web Hijacking:  

Web hijacking refers to the act of coercively obtaining control of another person's website. The 

website owner relinquishes jurisdiction over his or her website and its content in this case 

pornography is the exhibition of sexual behaviors with the intent of evoking sexual excitement. 

Pornography also includes adult sites and pornographic magazines that are created 

electronically. 

3. Pornography:  

Pornography is the exhibition of sexual behaviors with the intent of evoking sexual excitement. 

Pornography also refers to pornographic websites, adult magazines made with the use of a 

computer, and pornographic information distributed through mobile phones. 

 

4. Child Pornography:  

Sexual exploitation of kids is often carried out over the Internet. Children are at risk of 

becoming victims in connection with cybercrime. Children benefit from computers and the 

internet as they become a need in every home to have easy access to the internet. Sexual stuff 

is readily available on the internet. Pedophiles lure youngsters into their presence by circulating 

pornographic material and then attempting to meet with them their nude bodies, including their 

sexual positions, for sex or to photograph them naked. 

Pedophiles may contact youngsters in chat rooms by impersonating teenagers or children their 

age and then they begin to develop a relationship with them and gain their trust. Then, 

pedophiles eventually emerged and begin sexual conversations with children to aid them in 

overcoming their sexual inhibitions and then call them out on personal misdeeds interactions. 

Then the children are exposed to actual exploitation via the promise of money or deception by 

giving them favorable life opportunities. Following that, pedophiles sexually exploit children 
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in one of two ways. Using them as sexual objects or photographing them with the intention of 

selling their pornographic photographs on the internet 

5. Cyberstalking:  

Stalking is defined broadly as repeated acts of harassment aimed toward the victim, including 

following the victim, pestering him or her over the phone, killing the victim's pet, and 

vandalizing the victim's property are all examples of following the victim and leaving behind 

written notes or physical artifacts. After stalking, significant violent acts such as physical 

assault may ensue resulting in harm to the victim. Cyberstalking is a phrase that refers to a 

person's repeated acts of harassment or threatening behavior. A cybercriminal may target a 

victim via the use of internet-based services. Both forms of stalkers, i.e., online and offline 

possess an inclination to exercise control over the victim's life. 

6. Virus attacks:  

Viruses are programs that are capable of infecting other programs, replicating themselves, and 

spreading to other programs. Worms are programs that replicate similarly to viruses but spread 

from computer to computer. These are harmful programs that integrate themselves into other 

programs. The malevolent are viruses, worms, Trojan Horses, time bombs, logic bombs, 

rabbits, and bacteria viruses often change or delete data on a computer. On the other hand, 

worms simply replicate themselves functionally and do so frequently until they consume all 

available food. 

Trojan Horse is software that seems to be beneficial but really does things that are rather 

detrimental. Trojans are composed of two components: a client and a server. When the victim 

starts the server on its PC (inadvertently), the attacker uses the Client to connect to the Server 

and begins employing the Trojan. Although the TCP/IP protocol is the most often utilized for 

communications, certain Trojan features use the UDP protocol as well. 

7. Software piracy:  

Software piracy is the unlawful copying and distribution of real programs, as well as the 

counterfeiting and distribution of items that pass for the genuine article. Additionally, these 

types of crimes include copyright infringement, trademark infringement, theft of computer 

source code, and patent infringement. Domain names are also protected as trademarks under 

ICANN's domain name resolving disputes policy and under applicable trademark laws. 
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Cyberspace squatters register domain names that are similar to the names of prominent service 

providers in order to lure and profit from their consumers. 

8. Salami attacks:  

These are used to perpetrate financial crimes. The trick here is to make the change so minor 

that it would go totally undetected in a single instance. For instance, a bank employee uploads 

software into the bank's servers that automatically deducts a little amount of money (say, Rs. 5 

per month) from each customer's account. While the account customer is unlikely to detect this 

illicit debit, the bank staff will profit handsomely each month. 

9. Phishing:  

Phishing is the act of sending an e-mail to a user trying to claim to be a reputable business in 

an effort to dupe the user into divulging sensitive information that will be used for identity 

theft. The e-mail sends the recipient to a web page where they are prompted to update personal 

information such as passwords and credit card, social security, and bank account numbers that 

the real organization already has on file. However, the Web site is fraudulent and was created 

only to steal the user's information. By spamming huge groups of individuals, the phisher hoped 

that the e-mail would be seen by a proportion of people who had legally provided credit card 

details. 

10. Illicit item sales:   

This kind of cybercrime involves the sale of narcotics, guns, and animals, among other things, 

through websites, auction websites, and message boards, as well as via email communication. 

11. Online gambling:  

Hundreds of thousands of websites provide gambling, which is all hosted on foreign servers. 

Indeed, some of these websites are suspected of being used as fronts for money laundering. 

There have been reports of Internet-based transfer of funds transactions and money laundering. 

12. Email spoofing:  

Email spoofing is the process of sending an email that seems to originate from one source but 

was actually sent from another. Spoofing emails might harm the business. 
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13. Cyber Defamation:  

Cyber Defamation occurs when someone uploads defamatory information about a person on a 

website or sends defamatory e-mails to all of that person's friends. 

14. Forgery:  

Computers, printers, and scanners are used to generate counterfeit currency notes, postage and 

revenue stamps, and mark sheets. These are produced using computers, high-end scanners, and 

printers. 

15. Theft of electronic data:  

This includes information held on computer hard drives, removable storage devices, and 

similar equipment. 

2.5 CRIME RELATING TO BANK FRAUD 

Bank fraud is described as the use of deceit to defraud a bank, financial institution, or a bank's 

depositors of money or assets. A financial institution is defined legally as any credit union or 

bank that is federally insured. This category comprises Federal Reserve banks, the Federal 

Deposit Insurance Corporation (FDIC), mortgage lending agencies, and other financial 

organizations that take cash or other financial assets as deposits. 

Bank fraud, in general, refers to any purposeful conduct aimed at defrauding a financial 

institution. It may entail a deliberate activity with the objective of obtaining assets, money, 

securities, credits, or property from a financial institution by using deception or false 

information. Bank fraud is defined broadly under the law, and there are various components to 

this conduct to examine. 

Bank fraud can be in action in a variety of forms. While chequebook fraud, debit cards card 

fraud, safe deposit fraud, and ACH (Automated Clearing House) fraud are some of the more 

prevalent kinds of bank fraud, there are several more types of bank fraud both within and 

outside these basic categories. Here is a deeper examination of some of the most uncommon 

forms of bank fraud. 
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2.5.1 DEFINITION OF BANK FRAUDS: 

A Financial Crime in the Banking sector (Banking Fraud) is when someone uses illegal means 

to get money, assets, or property that belongs to a financial institution. This can be done by 

getting money from a depositor and pretending to be a bank or financial institution. In India, 

fraud in the banking system is a crime. For legal purposes, federally insured credit unions and 

banks are also included. This includes Federal Reserve banks, the Federal Deposit Insurance 

Corporation (FDIC), mortgage lending agencies, and other places that accept deposits of 

money or other financial assets. Financial institutions are the primary targets of bank scams. It 

can be anything from simple cheque fraud to credit card scanning. 

The Reserve Bank of India says that banking fraud is an act of commission and/or misjudgment 

that is meant to give an illegal gain to one person or entity and a wrong loss to another. This 

can be done by hiding facts or playing a confidence trick. 

2.6 E-BANKING  

Electronic banking, also known as e-banking, is a method of conducting financial transactions 

that rely on computer and information technology rather than on human resources. The physical 

contact between the bank and the consumer is absent with e-banking, as opposed to 

conventional banking. It is the distribution of bank information and services to clients through 

various platforms and terminal devices, such as personal computers and mobile phones using 

browser or desktop software, telephone, or digital television, that is known as "e-banking". 

Two Committees on Computerization were responsible for launching the first bank 

computerization project (Rangarajan Committee)14. In 1984, the first committee was formed to 

develop a roadmap for the banking industry's automation and computerization. In 1989, the 

second Committee was established, laying the groundwork for the full integration of telephones 

and computers into banking operations as a result of technological advancements. Full 

computerization in branches and integration of the branches replaced partial computerization 

with the use of ALPMs (Advanced Ledger Posting Machines). There were 4776 branch levels 

ALPMs, more than 2000 programmers/systems professionals, and more than 12000 Data Entry 

Terminal Operators in India till 1989. Members of a Working Group on Internet Banking were 

 
14CYBER_LAW_PROJECT_ON_CYBER_CRIME_IN_BANKING_SECTOR_BY_M_SWARNA_GEETHA

M_SOEL_at_BULLET_INTRODUCTION_at_BULLET_CYBER_CRIME_IN_INDIA 
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formed by the RBI. The organization categorized online banking into three categories based on 

access to banking goods and services. 

(a) System of records 

Customers will be able to find out about things like interest rates, lending plans, and branch 

locations due to this technology. The client may choose from a wide range of applications to 

meet their specific needs. Furthermore, consumers are not needed to divulge their name, and 

the bank's production system is completely secure. 

(b) A Communication System 

Customers may use this system to see their account balances, transaction histories, and other 

pertinent information. After entering in with their credentials, consumers may access the 

information. 

(c) System of transactions 

In this method, a bank lets its clients conduct transactions through its system, which are then 

deposited straight into the customer's account. There is a two-way transaction between the bank 

and the consumer and the customer and the third party. Security techniques such as HTTP and 

HTTPS are used to protect this system. Cyber Banking, Home Banking, and Virtual Banking 

are all terms used to describe e-banking. Internet Banking, Mobile Banking, RTGS, ATMs, 

credit cards, debit cards, and smart cards are all types of e-banking that fall under this umbrella. 

2.7 TYPES OF BANK FRAUDS IN INDIA: 

a) Accounting Crime: 

Accounting fraud is most prevalent in commercial financing. Accounting fraud occurs when 

businesses "cook the books" to seem more lucrative on paper than they really are. Banks 

provide loans to these enterprises based on these bogus assertions, but the businesses eventually 

go bankrupt and are unable to repay the debts. The banks are thus left with a loss. The Enron 

affair is a prime example. 

b) Loan Scam: 

Accounting fraud may result in loan fraud, although this sort of fraud is not restricted to firms 

submitting forged loan applications. Loan fraud occurs when someone provides fraudulent 

information in order to get a loan. Similarly, if someone's identity is stolen and they apply for 
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a loan in their name, this is another kind of loan fraud. Additionally, if an individual has a line 

of credit and a scam artist withdraws money from it, this comes under this category. 

c) Wire Transfers fraud: 

All instances of fraud using wire transfers or the internet are classified as wire fraud. In certain 

instances, fraudsters take a banking customer's login and password and use them to transfer 

money to themselves. For instance, an attacker who acquired the sign-in credentials of a 

Missouri-based corporation was able to steal $440,000 in wire transfers. 

d) Phishing fraud: 

Phishing occurs when a scam artist attempts to steal a victim's financial information by email, 

SMS, phone calls, or other techniques. This sort of fraud often occurs in conjunction with other 

types of fraud. For example, fraudsters often use phishing emails to get victims' bank account 

information in order to perpetrate ACH or wire transfer fraud. 

e) Rogue Traders: 

If you manage an investment bank, you almost certainly have traders on staff, and you must 

ensure that you defend yourself against unscrupulous traders in this case. These are traders that 

conduct illicit transactions and manipulate the system in order to make it seem as if their trading 

operations generate more money for the bank than they really do. 

f) Demand Draft fraud: 

Demand draft fraud, like rogue trading, occurs internally. One of the bankers issues a demand 

draft payable to another branch or perhaps another bank. They then use their knowledge of the 

system to evade discovery, cash the demand draft, and retain the money. 

g) Billing Discount fraud: 

While this form of bank fraud is very uncommon, you should be aware of the danger. 

Generally, while committing bill discounting fraud, the perpetrator establishes a business 

account with a bank. The "company owner" then gets the bank to begin billing the business's 

customers. Because the alleged customers are complicit in the scheme, they always pay the 

invoices. After a period of time, the financial institution develops a false feeling of security 

about this consumer. Eventually, the consumer will approach the bank and request that the 

bank credit the invoices in advance. When a bank does this, the fraudster immediately takes all 

the money and flees, and the bank never recovers those amounts. 
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h) ATM Scam: 

ATM fraud is committed in a variety of ways, ranging from resetting the machine to placing a 

skimmer to capture card information. However, it may also entail making fraudulent 

transactions by putting empty envelopes the best way to prevent this is to use an envelope-free 

ATM. 

i) Money laundering: 

In money laundering, criminals deposit stolen money into a bank account to cover their tracks. 

They usually strive to make it seem as though the money is authentic. People selling drugs may 

claim that the money they receive is from a business and put it into the account of such a 

company. Your financial institution might be placed in jeopardy by failing to disclose 

suspected money laundering instances, which is required by law. 

2.8 TYPES OF BANK FRAUDS IN THE USA: 

Bank scams are a frequently used method for crooks to get people's personal and financial 

details. The Federal Trade Commission received more than 2.1 million consumer fraud 

complaints in 2020. Scammers use a variety of techniques to dupe victims into disclosing 

sensitive information such as bank account information and passwords. 

a) Overpayments Scams:  

If you provide services or goods online, you may become a victim of an overpayment scam. 

Overpayment schemes often begin with the recipient receiving a counterfeit cheque or money 

order for a greater amount than is owing. They then request that you deposit the funds at a bank 

and transfer the difference to you. Regrettably, since the cheque was forged, you may be liable 

to the bank for a returned cheque charge. Additionally, you forfeit any amount transmitted to 

them and any items you delivered. 

b) Cheque -cashing Scams: 

Another cheque-related fraud is the check-cashing scam. This con preys on other people's 

sympathy and goodwill. Outside of a bank or other financial institution, a person approaches 

you and requests that you cash a cheque for them. They may state that they do not have an 

account with this bank yet want the funds. 
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You may deposit the cheque and withdraw the amount from your account to pay the individual. 

The clearance procedure, on the other hand, might take many days. As a result, if the cheque 

is not clear, the funds are retained in your account. 

c) Unsolicited check Fund: 

Have you ever gotten an unexpected cheque in the mail? It may take the form of a rebate cheque 

or a refund for an overpayment. Conduct a careful inspection of the cheque, paying special 

attention to any small print on the front or reverse. By signing and paying the cheque, you may 

be entering into a legally binding contract. Scammers employ similar strategies to get you to 

accept memberships, loans, and other longer-term commitments that might end up costing you 

a lot of money. 

Scammers are banking on your naive acceptance and cashing of the cheque as free money. 

Caution should be used when cashing any rebate or return cheque that you were not 

anticipating. 

d) Automatic withdrawals Scams: 

Automatic withdrawals are an excellent method to automate your savings, bill payment, and 

other financial tasks. Automatic withdrawals are also popular with scammers, but for different 

reasons. Individuals get a phone call or letter informing them that they have won a prize or are 

eligible for a special offer. The objective is to have you read the numbers on the bottom of your 

own cheques. They often justify this as a technique to ensure that you qualify for the offer.  

Once the fraudster has obtained your checking and bank account information, they will place 

it on a demand draft, which is processed similarly to a cheque but does not need a signature. 

When your bank receives the draught, it will transfer funds from your checking account to the 

fraudster. Unless you carefully monitor your regular bank activities, you may not become 

aware of the fraud until much later. 

e) Government Imposter Scams: 

Another frequent bank fraud involves someone posing as a government employee. You get a 

phone call from the impostor saying that you have won a reward that needs payment of taxes 

or processing costs. The con artist may threaten to send you to jail if you do not pay a fictitious 

debt. The fact is that you will never get any kind of contact from a government agency 

requesting money. 
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Scammers may use the name of a fictitious government agency, such as the National 

Sweepstakes Bureau, or the name of a legitimate federal institution, such as the Federal Trade 

Commission (FTC). In any case, it is a fraud, since this is not a money collection tactic 

employed by government agencies. 

f) Charity Scams: 

Scammers also enjoy exploiting people's generosity by impersonating charity. They contact 

individuals to solicit money for a charity or cause. Some fraudsters go so far as to disguise the 

phone number so that it appears on your caller ID as a local area code. 

Occasionally, charity frauds may be identified by their imprecise statements and the absence 

of clear methods in which your money is utilized. Additionally, scammers often utilize 

fictitious names that sound like the identities of actual organizations. 

g) Employment Scams: 

Scammers often use employment scams to get access to people's bank accounts. The scammer 

guarantees labor in return for a one-time payment. Additionally, they may request your bank 

account details in order to make commission payments to you. However, this is all a ruse to 

get your bank account details. 

Job scams are often sent by email, but fraudsters also target individuals via phone and mail. In 

certain instances, employment portals may accept job posts that turn out to be frauds without 

realizing it. 

2.9 CYBERCRIME'S EFFECTS ON THE BANKING INDUSTRY 

Today, the banking sector around the globe is in a bad position because of geopolitical and 

global macroeconomic factors. The banking sector is being compelled to re-examine its current 

procedures in order to bioanalysis and manage risk15. The use of technology in risk 

management has become widespread. 

The growth of information and technology (IT) and the widespread use of mobile networks in 

everyday life have opened up financial services to a broader audience. However, technological 

advancements have made banking services more accessible and affordable, but this has also 

increased the risk of becoming a target of cyber-attacks as well. 

 
15 A.R. Raghavan and Latha Parthiban, The Effect of Cybercrime on a Bank's Finances (2014) 2(2) International 

Journal Current Research Academic Review 173-178. 
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Cybercriminals have developed their skills to the point that they can not only steal money but 

also spy on businesses and access sensitive data, all of which has an impact on the bank's 

bottom line. Banks must engage with national authorities and regulatory agencies to develop a 

model that will help control cybercrimes16. The absence of an effective banking sector 

compilation service that can recognize trends in cybercrime and construct a model based on 

them is the primary point of interest in this study. 

2.10 CYBERCRIME PREVENTION METHOD  

There has been an increased incidence of banking-related crimes that have caused major losses 

in the economy. In order to protect our economy, banks must be protected against cyberattacks, 

as we all know. Banks and their clients need to be made aware of the dangers of cyber-attacks 

and the precautions they may take to protect themselves. 

"Inter-Departmental Information Security Task Force (ISTF)" has been created by the 

government, with the National Security Council as its main institution, to ensure the proper 

execution of all cyber security policy issues. The "Indian Computer Emergency Response 

Team (CERT-In)" is the national coordinating entity tasked with monitoring computer security 

events as they occur17."' 

As far as cybercrime is concerned, jurisdiction is the biggest issue. Cybercrime occurs in every 

state, thus everybody should be able to recognize and monitor cybercrimes, no matter where 

they reside. It might be difficult to report a cybercrime when the victim lives in a remote place 

or is uncertain about where to report it due to worries about privacy. Because there is no 

centralized internet cybercrime monitoring system, many incidences of cybercrime go 

undetected. 

In order to give the IT Act extraterritorial power, it needs to be updated to contain a definition 

of cybercrime and a list of situations in which it does the legislative foundation for cyber 

regulation in India should be included in the IT Act's area of application. The obligations of 

the intermediaries are not clear, but they should be. 

 

 

 
16 ibid. 
17 Harshita Singh Rao, Cyber Crime in Banking Sector (2019) 7(1) International Journal of Research 

Granthaalayah 158 accessed 11 March 2021 
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CONCLUSION  

The financial industry and an economy's development are powered by banks because of India's 

expanding rapidly banking system, bank fraud is on the increase, and those who commit these 

crimes are becoming more intelligent and cleverer. Although it is hard for banks to conduct 

their business in an atmosphere devoid of fraud, proactive steps such as risk assessments of 

operations and policies may aid financial institutions in reducing the likelihood of suffering 

losses due to fraud. As a consequence of this, the moment has come to give first priority to 

addressing the concerns the banks have over their level of security. Inadequate staff training 

and hiring processes, as well as overworked personnel and insufficient internal control 

mechanisms, affect many banks, with the result being a low level of compliance among bank 

management, offices, and clerks. However, technology may be able to assist governments, 

regulatory organizations, and banks in the fight against the more sophisticated kind of fraud 

via the use of proactive forensic data analysis and data mining tools. 
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CHAPTER 3 

LEGAL FRAMEWORK RELATING TO CYBER SECURITY IN INDIA & USA 

 

3.1 INTRODUCTION 

Cybercrime is growing in the digital world, and the digital revolution is altering the worldwide 

legal environment. Legal means for controlling cybercrimes Cybercrime was lacking from all 

of the world's legal systems until occasional, regional, and then global legal remedies began to 

emerge. Even though cybercrimes are as old as the first networks, the first known case that can 

be classified as a cybercrime was an intrusion into telephone systems used to make long-

distance calls. The year 2004 may be remembered for the rapid increase in cybercrime and the 

decreasing impact of "boy hackers eager to create a name for themselves by building a fast-

speeding virus on Windows." Nations first attempted to charge cybercriminals under regular 

criminal laws, but by the middle of the 1990s, countries with significant connection and 

convergence, such as the United States, were the first to enact cybercrime-specific legislation. 

From 1983 to 1985, an ad hoc group of the Organisation for Economic Co-operation and 

Development (OECD) explored the necessity for worldwide harmonization of computer-

related economic crime criminal legislation. In 1986, a final report was produced after 

collaborative debates with the working group on Information, Computers, and 

Communications Policy (ICCP)18. 

The European Committee on Crime Problems, which was founded in December 1983, 

presented a report in September 1989 that provided national legislators with suggestions for a 

"Minimum List of Offenses Necessary for Uniform Criminal Policy" that included eight 

computer abuse offenses. According to the McConnell International Report, until the year 

2000, 33 of the 52 nations studied had not changed their laws, while 9 had implemented 

legislation to handle 5 or fewer forms of cybercrime, and 10 had revised their laws to prosecute 

6 or more of the 10 categories of cybercrime19. Recently, the most significant document on the 

regulation of cybercrimes, the Cybercrime Convention of 2001 organized by the Council of 

 
18 Volume 87,[ ERIK NYGAARD],[ COMPUTER-RELATED CRIME: ANALYSIS OF LEGAL 

POLICY,](2007) 

19 "Cyber Crime ... and Punishment? Archaic Laws Threaten Global Information" 

(McConnell International Report, December 2000) http://www.mcconnellinterma- 

tional.com>. 
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Europe, has also encouraged nations to enact legislation to combat the threat. 1996 saw the 

adoption of the Electronic Commerce Model Law by the United Nations Commission on 

International Trade Law (UNCITRAL). Paragraph 3 of the Model Law imposes criminal 

culpability for violations of the terms of the proposed law, requiring member states to similarly 

legislate on the issue of criminal offenses. The legal evolution of cybercrime in the United 

States, the United Kingdom, and India is described here. 

3.2 INTERNATIONAL SCENARIO ON LAWS RELATING TO CYBERCRIME 

PROTECTION 

3.3 LEGAL PROTECTION AGAINST CYBER CRIMES IN THE US 

The nation with the most convergence and accessibility remains vulnerable to cybercrime. 

However, it answered in an appropriate way and, in legal terms, has given the technological 

giant strong defiance. It is essential that the Member States create permanent points of contact 

in order to handle the law, thorough surveys, detailed crime reporting, and legal administration 

(Art. I2). 

1. Each Member State should guarantee that, at the request of another Member State, restricted 

deliveries may be authorized on its territory in the context of criminal investigations into 

admissible offenses. 

2. The decision to carry out regulated deliveries is made in each individual instance by the 

appropriate authorities of the requested Member State, taking into account the Member State's 

national legislation. 

3. Controlled deliveries are made in conformity with the procedures of the Member State 

requesting the shipment. The Acting, directing, and controlling activities are the responsibility 

of the relevant authorities of that Member State. 

3.4 Europe Convention on Cybercrime  

The Council of Europe formed the European Committee on Crime Problems. The Committee's 

primary purpose was to examine the legal challenges created by computer crime. The 

Committee was formed in 1985, but the final report was not released until September 198920. 

 
20 [COUNCIL OF EUROPE],[COMPUTER RELATED CRIME, RECOMMENDATION NO. R(89)9 ON 

COMPUTER-RELATED CRIME AND FINAL REPORT OF THE EUROPEAN COMMITTEE ON 

CRIME PROBLEMs](1990) 
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The Committee then established guidelines for national legislatures concerning the "Minimum 

list of Offences Necessary for a Uniform Criminal Policy," which includes computer fraud, 

computer forgeries, damage to computer data or computer programs, computer sabotage, 

illegal access, unauthorized interception, unauthorized reproduction of a computer program, 

and unlawful copying of a topography. In addition, there was an optional list of four offenses 

namely, manipulation of computer data or computer programs, computer espionage, 

unauthorized use of a computer, and illegal use of a protected computer program (computer 

crimes). In 1995, the European Council adopted a recommendation covering search and 

seizure, admissibility of evidence, and international mutual aid. Due to the absence of a binding 

force, the recommendation was unable to produce the desired outcomes; however, as the 

importance of cybercrimes grew, policymakers increasingly felt the need to build a consensus 

in the criminal laws governing the field. As a result, the Council of Europe approved a 

convention in the realm of criminal law and made it mandatory for the Member States to adhere 

to its directives. The Convention on Cybercrime was established by the Council of Ministers 

in November 2001, and 43 countries of the Council of Europe have subsequently signed it. It 

is an international convention governing crime committed on the Internet and other computer 

networks and is the culmination of four years of efforts by Council members and other nations. 

The agreement is considered "one of the most important international legal instruments in the 

realm of computer crime."  

The convention's primary purpose is to establish a multilateral infrastructure against 

cybercrime by compelling each member to  

1. Adopt suitable criminal substantive legislation;  

2. Adopt sufficient criminal procedural legislation, and  

3. Cooperate and coordinate the implementation of criminal laws against cybercrimes.  

4. Non-members, the United States, Japan, South Africa, and Canada, have signed the 

convention, which also extended an open offer to new nations to join.  

The primary goal was to establish substantive and procedural criminal law recommendations, 

which signatories were required to adopt into their national legislation.  

In addition, the convention establishes three categories of computer offenses:  
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1. Offenses against secrecy, security, and accessibility of computer data and systems Article 

2-6,  

2. Computer-related offenses like forgery and fraud Article 7-8, and  

3. Content-related offenses such as child pornography and infringements of copyrights and 

other associated rights Article 9-10.  

The conference gives detailed discussions on a variety of areas of computer crimes and related 

issues. In addition to having the objective of "a common criminal policy" and aiming to protect 

society from cybercrime, it also considers the importance of human rights in modern legislation 

in the Preamble. In this way, the convention demonstrates legislative maturity by balancing the 

obligations of law and the needs of society, including human rights. 

Articles 11 through 13 establish the Convention's perimeter and punishments. Article 11 

forbids helping and abetting the conduct of any of the Convention's specified offenses. The 

convention also prohibits the attempted commission of certain crimes, including illegal 

monitoring, unauthorized data, system interference, computer-related forgery, computer-

related fraud, and some child pornographic crimes. The article imposes accountability on 

corporations whenever a natural person undertakes an act for the corporation's profit and the 

corporation fails to oversee or control the act or makes it possible. Article 13 stipulates that 

each signatory must impose appropriate, proportionate, and deterrent punishments for certain 

cybercrimes. The section dealing with Criminal procedure laws aims to increase cybercrime 

prosecution. Articles 14 through 22 provide guidelines for enacting laws protecting and 

obtaining evidence of cybercrime, including allowing "expedited" preservation of computer 

and network traffic data, providing for orders to produce computer data and subscriber 

information, actual unreasonable searches and seizures of stored computer data, and "real-time" 

collection and interception of computer and traffic-related data. It also involves significant 

legal questions that have yet to be resolved, such as jurisdiction, search, and seizure, 

extradition, etc. When more than one nation claims jurisdiction, the treaty compels the nations 

to "consult in order to determine the most appropriate jurisdiction for prosecution." The 

convention stipulates that a member country will have jurisdiction when a cybercriminal 

commits a cybercrime:  

1. On the territory of the country;  

2. On board a ship or aircraft registered in the country, and  
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3. Is a national, if the offense is punishable under criminal law where it was committed or if 

it is committed outside the territorial jurisdiction of any country. 

 

 

 

 

3.5 Criticism of the Convention on Cybercrime   

Even though it has been called the most important tool for fighting cybercrime, it has been 

criticized by a set of organizations. Both industry representatives and groups that protect civil 

liberties have said these things. Industry groups that represent phone companies and Internet 

service providers think it will cost a lot of money. They don't like how much it costs to meet 

the requirements for foreign evidence. "Their biggest worry is that ISPs will be forced to "keep 

any data going through their networks for a certain amount of time," which will cause technical 

problems, privacy issues, and other problems. The Explanatory Report from the convention 

tried to remove the impact, but the requirement to keep data is still in place to a certain extent21. 

The other issue is the restriction in Article 6, which, according to the business group, "would 

make it illegal to own dangerous or harmful code" and put information security providers at 

risk of being charged with a crime22. 

On the other hand, groups that support civil liberties are against putting limits on freedoms. 

Their worry comes from the fact that international cooperation in this area could threaten 

privacy rights by "requiring the United States to participate in phone tapping or tracking of 

electronic communications," even for things that are not against US law. Again, reviewers are 

worried about a proposed change to the convention that would make it illegal to publish racist 

or xenophobic propaganda over computer networks. They see this as a violation of the First 

Amendment's protections. But the convention does not replace the joint agreements between 

countries that were made before it. On the other hand, the above objections to the convention 

haven't stopped governments from going after "foreign-based" crime, even if it means giving 

up some valuable rights. The "Tari fiction" of the treaty will result in the adoption of 

 
21 The report [S. 135] says, "the drafters of the present Convention discussed whether the Convention should 

impose an obligation for service providers to routinely 

collect and retrain traffic data for certain fixed period of time, but did not include any such obligation due to 

lack of consensus" 
22 “Such groups also argue that the law enforcement provision of convention have a lot of detail while privacy 

provision vague.” Supra, n. 50. 3D-153. Peter piazza, “cybercrime treaty opens Pandora’s box”, September 

2001, security management, 40. 
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substantive and procedural mechanisms, as well as the constitutional aspects that victims will 

require to seek redress, notably against multinational cybercriminals. Whether or not the 

Convention on Cybercrime is ratified, it is the first multilateral, all-encompassing step taken to 

deal with the serious problem of internet and computer crime, and it is expected to have a big 

impact on how the internet and computer crime laws are made in the future around the world. 

Not only has the Convention on Cybercrime done a lot in this area, but so have the "EU, WIPO, 

COE, and others to update digital rights on the international stage." Also, the new criminal and 

civil laws will affect a lot of different people in the long run. ISPs and other tech companies 

should expect their costs for monitoring and development to go up. Because Internet companies 

now have to pay for these extra costs, users may have to pay more to access and use copyrighted 

materials. On the one hand, higher costs may slow down innovation, but civil and criminal 

protections against cyberattacks and violations, as well as larger licensing fees, may tip the 

scales in favor of innovation. In the form of the convention, the whole thing has laid the 

groundwork for sustainable growth and development and growth of law in the field of digital 

information. It will also go a long way toward creating a legal system that is customized to 

cybercrime and answers many of the legal questions that are being raised in the field right now. 

 

3.6 INTERNATIONAL REGIMES 

Based on the idea of establishing a "supranational code" that might be regulated by an 

international organization, this concept is being put forward. This is achievable as long as the 

Internet is governed by all countries. Ads, television, and premium phone services are all 

examples of this trend. According to a study by the American Bar Association, a Worldwide 

Online Standards Commission might provide global agreement on jurisdictional issues. The 

following sections examine how the legal systems in the UK, the US, and India have responded 

to cybercrime. 

3.7 LEGAL SCENARIO OF THE UK 

 The United Kingdom passed legislation addressing cybercrime in response to a high-profile 

incident. As early as 1984, two hackers named Robert Schifreen and Steve Gold gained 

unauthorized access to a network of Prestel user IDs and passwords. As a result of this, they 

were able to gain access to Prince Philip, Duke of Edinburgh's, email. At the time, there was 

no computer crime law in the UK, so the accused were tried under traditional law. The House 

of Lords overturned the lower court's decision, and the Lord Chief Justice said that the Forgery 
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Act was not meant for computer abuse crimes. It was clear that legislation was needed to 

address the issue. Hence the Computer Misuse Act of 1990, defined three offenses of access to 

computer systems and codified hacking legislation in Britain at a higher level. Cybercrime has 

been addressed most recently by the Regulation of Investigatory Powers Act, 2000, passed in 

the United Kingdom (RIPA). All communications in the United Kingdom, whether of whether 

they are transmitted by public communication networks (such as BT), postal systems (such as 

Royal Mail), or private communication facilities connected to a public network, can be 

intercepted under the Act. Section 12 of the Act mandates that telecommunications service 

providers must maintain an "interception capacity" that allows authorities to tap into any form 

of communication in the interest of state security or criminal suppression in the event of an 

emergency. Even though the government has promised to help, many service providers cannot 

afford the technical costs of maintaining such a capability23. 

An area that is sure to draw criticism is Section 49 of this law, which forces service providers 

to hand over encryption keys on demand by law authorities. Under Section 53 of the Act, if 

you refuse to provide the encryption key, you will be punished with prison. It is possible that 

such a rule would damage customer confidence in firms and possibly create severe privacy 

concerns. Accordingly, the initial regulations were revised to indicate that enforcement 

officials will only be able to view the encrypted content that is relevant to their investigation. 

Also, the impact of RIPA's controversial components has been reduced because of Codes of 

Practice24. All requests for documents or keys that can be used to decrypt them are looked at 

by the courts. 

3.8 LEGAL POSITION IN US  

In terms of computer legislation, the United States is said to have the most. The law's deficit in 

this area is mostly due to the lack of timely prosecutions in the area of cybercrime. People who 

have been harmed by cybercrime sometimes choose not to seek remedy in court because the 

outcomes and expenses are so uncertain. However, this hope is being replaced by a desire to 

regulate illegal behavior rather than bring those responsible to justice. Some of the illegal acts 

that are regulated in the United States will be described in this section, as well. 

3.8:1 Federal computer crime legislation  

 
23 Angus Hamilton , " Combating Cybercrime 2002" ( Computer Crime and Intellectual Property Secrtion) . 
24 Ibid. 



47 
 

According to federal computer crime regulations, the most commonly recognized computer 

crime is having unauthorized access to computers. This type of behavior is unlawful under 

federal law, which makes it criminal law. When money is stolen from the government using a 

computer. 

The Federal Wire Fraud Statute is cited in this case. Section 641 of the United States Code 

prohibits the theft of federal property (USC). To knowingly access an electronic 

communication service without authorization or to wilfully exceed the authorized access to 

such facility is a criminal under the Stored Wired and Electronic Communications and 

Transactional Records Access Act of 2013. There are strict limitations on what can and cannot 

be done with electronic communications data under the Electronic Communications Privacy 

Act25. A number of computer-related offenses are addressed under these statutes. One of the 

most important laws in the US is the Computer Fraud and Abuse Act26, separated into seven 

sections and seemingly based on the Cybercrime Convention's list of computer offenses. As a 

result of the Act, you may rest assured that your data is safe from unauthorized access. 

Therefore, there are seven parts: 

1. Section 1030(a)(1) of the Patriot Act provides for the protection of classified information 

This paragraph prohibits gaining unauthorized access to a computer in order to get classified 

information. It is necessary to show that the defendant was aware that his or her actions could 

harm the United States or benefit a foreign government, and that he or she meant to harm the 

United States27. 

2. Section 1030(a)(2) safeguards unclassified information in three ways: If the defendant's 

behaviorr includes interstate or foreign trade and the information is obtained without authority 

or in excess of authority through a computer system, it is prohibited to obtain financial 

information from a financial institution or credit reporting company. Reading the information 

is included in the definition of "obtaining information" in the legislation. As a result, no copies 

or deletions are necessary. 

3. Section 1030(a)(3) prohibits trespassing on government computers, whether they are used 

full- or part-time. Any unauthorized access to a computer, regardless of whether harm is done 

or property is taken, is a violation of this rule. 

 
25 18 USC S 2510 et seq. 
26 18 USC S 1030. 
27 F. Lawrence street & Mark P. Grant, Law of the Internet (LexisNexis,2004) 7.02, 7-4. 



48 
 

4. Section 1030(a)(4) prohibits the use of computers to defraud victims of their property. To 

commit a violation of the Act, one must have the knowledge and intent to defraud by getting 

access to a "secured network" without authorization and collecting more than $5,000 worth of 

value. 

5. Section 1030 (a)(5) says that it is illegal for anyone to send an unauthorized computer 

program, information, or code on purpose without the right to do so. Even if someone has 

permission to use a computer, that is not enough to damage it. This group is made up of workers 

who are unhappy with their jobs. Under this law, you can be charged with a felony or a 

misdemeanor. The defendant could be charged with a felony if the damage is worth more than 

$5,000 or if it affects or threatens to affect the medical examination, diagnostic tests, care, or 

treatment of one or more people, hurts that person physically, or threatens the health or safety 

of the public. This clause says that it is a crime for an unauthorized to get into a protected 

system without permission and do damage. The same person can only be charged with a 

misdemeanor if it can be shown that the injury wasn't done on purpose or because of 

carelessness. 

6. Section 103(a)(6) prohibits the distribution or trade of passwords or other information that 

can be used to gain access to computers without authorization if the distribution or trading 

occurs in the state or international commerce, or if the computer is operated by or for the 

government. 

7. It is prohibited under Section 107(a)(7) to transmit a message threatening to harm a protected 

computer in an attempt to obtain money through state or international commerce. If a hacker 

threatened to bring down a computer system unless a "ransom" was paid, this provision would 

apply28. 

In the United States, a large portion of cyber legislation has been successfully implemented in 

real-world situations. Even though they are far from comprehensive, these Acts have at least 

made law's presence felt in the connected society. Maximum penalties Section 2FI.I specify 

that the amount of punishment should be proportional to the harm done by the criminal, and 

this is the case when someone is sentenced under these criteria. Individuals and businesses 

alike suffer when their privacy is violated in the course of a cybercrime. It is difficult to decide 

the proper sentence in these cases since the harm caused cannot be evaluated in simple terms. 

 
28 Supra. n. 110, 7.03, 7-6. 
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Because authorized intrusions into computers by hackers are often assumed to be done without 

intention, punishing such hackers would result in criminal prosecutions of Lawful individuals 

who have no desire to harm. This position offers a problem. So, even though laws have been 

made just for the Internet, its unique environment is still not ready to be ruled by laws. For 

example, the United States has enough legislation in place today to deal with the problem and 

numerous cases pending in the courts, yet strangely enough, the success rate is not satisfactory. 

This is unsatisfactory. 

3.9 LEGAL SCENARIOS IN INDIA  

In his speech to the Asia Society in New York on September 22, 2003, Indian Prime Minister 

Manmohan Singh underlined India's and the United States shared concern about terrorism, 

transnational crime, and cybercrime, and recommended the establishment of institutions in 

these areas. During the BIMSTEC Summit in Bangkok, Thailand, on July 3I, 2004, the Prime 

Minister discussed cooperation in the fight against international terrorism and transnational 

crimes. 

An ASEAN Regional Forum Inter-Session Meeting on Counter-terrorism and Transnational 

Crime was organized by India in August 2005, and it is now in existence. India underlined its 

position on international terrorist cooperation at the time. With an eye toward global security, 

India and the United States issued a joint statement on counterterrorism cooperation on March 

2, 2006, in New Delhi. Piracy and transnational crime at sea must be prevented, and so they 

agreed on a framework for maritime cooperation. It also emphasized the growing dependence 

on technological interdependencies to safeguard vital infrastructure from cybercrime, 

terrorism, and other hostile attacks. 

While addressing India's position at the 19th Interpol Asian Regional Conference in Jakarta, 

the Central Bureau of Investigation stressed the importance of reaching a consensus among 

states and held that the availability of highly advanced equipment combined with wide 

geographical distribution and increasing involvement of transnational organized crime 

syndicates has brought it to the forefront for Law Enforcement Agencies throughout the 

world29. To determine whether such a website is "directing" its activities toward a specific state, 

the Criminal Procedure Code (Amendment) Act, 1990, revised the Criminal Procedure Code, 

of 1973, which included a clause about investigation proceedings in foreign countries. 

 
29 Vijay Shankar, Director, Central Bureau of Investigation ,New Delhi (13-4-2006) 
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3.9.1 HISTORICAL BACKGROUND OF THE ACT  

Today, computers are a common household commodity. Electron transmission has transformed 

the globe into a global village, densely connected, closely sensed, and very well. Geographic 

borders no longer matter. In addition to transmitting information and data, the conduits also 

carry important rights and duties, resulting in a wide range of legal issues and complications. 

Because of the enormous amount of data that can now be stored on a single silicon chip, 

computers and the internet have become necessary in our modern world. Legal frameworks 

must be in place to ensure that these acts are not illegal. 

Computer regulation dates back to 1986 in the US, but it wasn't until 1996 that governments 

around the world realized they needed legislation specifically addressing computers. Europe, 

the United Kingdom, and France as well as the United States and Japan were all humming with 

legislative activity prior to this time. These isolated laws necessitated that they are 

consolidated, that homogeneity in domestic laws is developed, and that a consistent legal 

system is established for interconnected states. Money transactions and multi-billion-dollar 

electronic contracts were in the works long before there was a sense of urgency to regulate 

internet crime. The Model Law on Electronic Commerce, 1996, was drafted by the 

UNCITRAL to facilitate the commercial use of Internet contracts in e-commerce. 

Rather than addressing criminal responsibility in any depth, it appears that the Model Law's 

concentration is primarily on civil rights and obligations in business transactions. Legislation 

on electronic commerce was introduced in the Indian Parliament after India responded to the 

Model Law by proposing a law on the subject. So yet, India's only cyber law has been the IT 

Act, which was primarily designed to cover electronic transactions. Short in substance, but it 

tackles both the give and takes in Internet business as well as some of the consequences and 

punishments that can be applied to those who commit infringements. 

The Act is a benefit to online commercial transactions, as can be shown by looking at its goal. 

Electronic commerce in India took off quickly even before the first reports of cybercrime were 

filed in the country. There are numerous legal concerns that arise when contracts and business 

transactions are conducted online because the Internet is a transnational junction of nations. To 

avoid a setback in India's increasingly electronic and paperless economic activities, the 

Information Technology Act was enacted. 

An expanded list of offenses and violations of the IT Act was included in the 2008 amendments 

to the Act. Except for a handful, most infractions result in criminal penalties. Section 43, once 
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a civil provision, has been given a new dimension. Section 43 is now subject to civil and 

criminal penalties. Section 66 of the Act now punishes "computer-related offenses," which 

include dishonesty and fraud, as well as the non-malicious performance of the activities listed 

in subsections (a) to (j), with the duty to compensate the person who was harmed. In addition, 

lots of new offenses have been added to the statute, which is properly termed "cybercrimes" 

due to the fact that they are not only committed electronically but also involve the use of a 

computer or the Internet. The legal system for crimes is described in the following paragraphs. 

3.9.2 THE REASON FOR THE IT ACT 200030  

1. New communication systems and digital technology have made dramatic changes in the way 

we live. A revolution is occurring in the way people transact business. Businesses and 

consumers are increasingly using computers to create, transmit and store information in 

electronic form instead of traditional paper documents. Information stored in electronic form 

has many advantages. It is cheaper, easier to store, retrieve, and speedier to communicate. 

Although people are aware of these advantages, they are reluctant to conduct business or 

conclude any transaction in electronic form due to a lack of appropriate legal framework. The 

two principal hurdles which stand in the way of facilitating electronic commerce and electronic 

governance are the requirements for writing and signature for legal recognition. At present, 

many legal provisions assume the existence of paper-based records and document records that 

should bear signatures. The Law of Evidence has traditionally been based upon Paper-based 

records and oral testimony. Since electronic commerce eliminates the need for paper-based 

transactions, hence facilitating e-commerce, the need for legal changes has become an urgent 

necessity. International trade through the medium of commerce is commerce is growing rapidly 

in the past few years and many countries have switched over from traditional paper-based 

commerce to e-commerce.  

2. The United Nations Commission on International Trade Law UNCITRAL) adopted the 

Model Law on Electronic Commerce in 1996. The General Assembly of United Nations by its 

Resolutions Resolution No. 51/162, dated 30 January I997, recommended that all States should 

give favorable consideration to the said Model Law when they enact or revise their laws. The 

Model Law provides for equal legal treatment of users of electronic communication and paper-

based communication. Pursuant to a recent declaration by member countries, the World Trade 

 
30 Statement of Objectives & Reasons (IT Act, 2000). 
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Organisation is likely to form a work program to handle its work in this area including the 

possible creation of multilateral trade deals through the medium of electronic commerce.  

3. There is a need for bringing suitable amendments to the existing laws in our country to 

facilitate e-commerce. It is, therefore, proposed to provide for legal recognition of electronic 

records and digital signatures. This will enable the conclusion of contracts and the creation of 

rights and obligations through the electronic medium. It is also proposed to provide for a 

regulatory regime to supervise the Certifying Authorities issuing Digital Signature Certificates. 

To prevent the possible misuse arising out of transactions and other dealings concluded over 

the electronic medium, it is also proposed to create civil and criminal liabilities for 

contravention of the provisions of the proposed legislation. 

4. With a view to facilitating Electronic Governance, it is proposed to provide for the use and 

acceptance of electronic records and digital signatures in the Government offices and its 

agencies, this will make the citizen's interaction with the Government offices hassle-free. 

5. It is also proposed to make consequential amendments in the IPC and the Evidence Act, 

1872 to provide for necessary changes in the various provisions which deal with offenses 

relating to documents and paper-based transactions. It is also proposed pit posed to amend the 

Reserve Bank of India Act, 1934 to facilitate electronic fund transfers between tine chancel 

institutions and banks and the Banker's Books Evidence Act, 1891 to give less sanctity for 

books of account maintained in the electronic or by the banks.  

6. The proposal was also circulated to the State Government. They have supported the proposed 

legislation and have also expressed urgency for such legislation. The Bill seeks to achieve the 

above objectives. 

 

3.9.3 INFORMATION TECHNOLOGY ACT 2000  

In India, the IT Act is pioneering legislation in the information technology field and the only 

legislation that is solely focused on the electronic situation. Originally intended to protect 

internet commercial transactions, it has since expanded to include cybercrime. After 10 years, 

it was only revised once in 2008, with a "cybercrime friendly" amendment. 

3.9.4 AMENDMENT TO IT ACT, 2000  
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The above act was amended in 2008, which resuscitated new legislation with larger scope 

keeping cybercrimes in mind. The key highlights of amendments are as follows:  

1. The term digital signature has been changed to electronic signature  

2. New types of cybercrimes like pornography, depiction of sexual acts, identity threats, etc, 

have been introduced. 

3. Offense is categorized into bailable and non-bailable and the freedom of the police to act. 

4. An attempt offense is also recognized under this act.  

5. Can now be investigated by an inspector, earlier by the deputy superintendent.  

6. Definitions of crimes like cyber cafes and email have been specifically made under this act. 

7. This act also addresses cyber security to safeguard the country’s interests.  

 

3.10 E-SIGNATURE MODEL LAW DEVELOPED BY THE UNCITRAL IN 2001 

"The relevance of electronic signatures cannot be emphasized," says UNCITRAL Model Law 

on Electronic Signatures 2001. 

It has become more common for electronic signatures to be used as a replacement for 

handwritten signatures and other conventional authentication processes, which has led to the 

need for a specialized framework to decrease the confusion over their legal impact 31.There is 

a danger that different nations would choose different ways to regulate electronic signatures, 

which necessitates the adoption of universal legislative requirements to set the fundamental 

norms of what is essentially international phenomena and where both legal harmony and 

technological compatibility are desired goals. 

 

3.11 AMENDMENT POWER OF CENTRAL GOVT32 (Section 10) 

As a result of the 2008 amendment, "Digital" has been dropped from the section and 

"Electronic" has been added in its place. Rulemaking is permitted by this section regarding the 

type of electronic signature, how the electronic signature is affixed, how the person who affixes 

the electronic signature can be identified, and any other manner related to the use of electronic 

 
31 https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/ml-elecsig-e.pdf 
32 Amended by S. 2, Item 4 of the Table by IT (Amendment) Act, 2008 (10 of 2009). 
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records or payments, as well as the manner in which those records or payments can be 

protected. 

Electronic signature and digital signature are the same things under the Electronic Signature 

Act of 2005, which defines both terms. "Authentication of any electronic document by a user 

by means of the electronic technology described in the second schedule and including digital 

signature" was defined in Sec 2 (ta) of the Information Technology Act 2000. 

It is defined as "authentication of electronic records by a user using electronic methods" under 

the Act's second schedule, which includes digital signatures and any other electronic 

procedures that may be specified. The use of 'electronic signature' has rendered the Act 

technologically neutral since it recognizes both the digital signature method based on 

cryptography technology and electronic signature utilizing other technologies.  

The Information Technology Act of 2000 is based on the UNCITRAL Model Law on 

Electronic Commerce. According to Article 7 of the UNCITRAL model, a person's signature 

is required whenever a contract is executed by electronic means, regardless of the technology 

used. It must be guaranteed that the sender can be identified and has granted permission for the 

communication to be transmitted. With the addition of Section 3A, the Amendment Act of 

2008 to the Information Technology Act of 2000 reaffirmed the same "technology neutrality" 

approach. 

3.12 DIGITAL SIGNATURE  

Any electronic document that has been authenticated by a person who has registered for a 

digital signature in accordance with the method detailed in Section 3 of the Information 

Technology Act, 2000, is considered to be authenticated by a digital signature, as defined by 

Section 2(1)(p). 

Legitimacy is granted to digital signatures under Section 5 of the Information Technology Act, 

200033. 

3.12.1 BIRTH OF ELECTRONIC SIGNATURE  

This is the next generation of signatures, and it's one that relies on electronic means. There was 

a time when there was no substitute for the handwriting of a human being when it came to 

authenticating a document. With his electronic signature ID, President Clinton signed the 

 
33 http://www.legalserviceindia.com/article/l212-Digital-Signatures.html 
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Electronic Signatures Global and National Commerce Act of 2000, establishing the legitimacy 

and legal recognition of the use of electronic signatures in commercial and other online 

operations. On June 30, 2000. Although the concept of "electronic signatures" is relatively new, 

it has been around since the early 1900s when contracts were first electronically accepted by 

telegraph and Morse code. When telegraph operators write the offer or the acceptance in front 

of their principal and by his express direction, with a steel pen one-inch long attached to an 

ordinary penholder, or with copper wire a thousand miles long; it does not matter, according to 

the New Hampshire supreme court in Howley v. Whipple29: Either way, the finger sitting on 

the pen transmits the idea to the paper, and it makes no difference whether normal record ink 

is used or a delicate fluid known as electricity. However, it was the development of a second 

connected box that brought about the widespread use of electronic Fax machines that were 

widely recognized as a replacement for manual signatures prior to the introduction of electronic 

signatures. However, legal worries about today's electronic signatures are nothing new. In fact, 

the first time this came up was when fax cables were used to transmit the original signatures 

over a considerable distance that the subject of originality was brought up at a distance. In the 

faxed file reproduced the signature just in facsimile. Everybody understands that the faxed 

document is short-lived and merely required to be recopied to extend its life since ancient times, 

the economic world has been based on mutual trust and until recently, the document's 

originality was of little concern to them a deal is struck over the phone Alternatively, in a 

succinct way. A legitimate issue emerged, though when conflicts went to court agreed-upon 

contract that opened up an array of questions and problems if it were disputed, and concerns. 

It was not until this period that the paper tradition began to falter substituted with any other 

media. So the situation was not as bad as it first seemed. Today, when the paper is a thing of 

the past and all transactions begin online, we're in a new era. All of it checked to see whether 

the electronically sent signatures had any legal garb on things become faster and more 

unpredictable in the digital age to the extent that the State is required to take action in order to 

make it a legal issue. This was the first issue to be addressed by federal and state legislation in 

the United States. The laws of the state were introduced. The Electronic Signatures in Global 

and National Commerce Act (ESIGN), the Government Paperwork Elimination Act (GPEA), 

and the Uniform Electronic Transactions Act (UETA) are a few of them. 

3.12.2 DEFINITION OF ELECTRONIC SIGNATURE  

 In order to protect electronic data from being vandalized and the target of numerous 

cybercrimes, it was necessary to implement electronic security measures. There are a number 
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of ways to protect such information and make it trustworthy and lawful. The term "electronic 

signatures" refers to the combination of these procedures. 

"Electronic signatures" are a term used to describe new technologies used for personal 

identification in electronic commerce that was described in the Guide to Enactment of Model 

Law on Electronic Signatures34. 

The Model Law on Electronic Signatures (2001) provides the following definition of an 

electronic signature: 

An "electronic signature" is data in electronic form that is attached to or logically related with 

a data message and indicates the signatory's acceptance of the information included in that data 

message35.  

This definition focuses on the relationship between an electronic signature and a data 

transmission. A signature, as in the case of a conventional signature, demonstrates the signer's 

agreement to the document or message being signed, or in this instance, to the data message. 

It's a broad concept that captures the essence of an electronic tablet signature in a nutshell. 

Although it is stated as a goal of this law, it does not include the assertion that the signature 

also aids in the identification of the message's source. To aid the courts to execute electronic 

signature legislation in the United States, the Congress, the States, and the Federal agencies 

worked together to define the phrase 'electronic signature'36. The following are the details: 

The word "electronic signature" refers to an electronic sound, symbol, or procedure that is 

attached to or logically related to a contract or other record and completed or adopted with the 

purpose to sign the record, as defined in ESIGN, Section 106 Electronic Signature. 

Section 1710 of the Government Paperwork Elimination Act (GPA) defines an electronic 

signature as an electronic signature is a way of signing an electronic message that identifies 

and authenticates a specific person as the source of the electronic message; and it also signifies 

such person's acceptance of the information included in the electronic message. 

"Electronic signature" is defined in Section 2 of the Uniform Electronic Transaction Act 

(UETA) as an electronic sound, symbol, or procedure attached to a record and signed by a 

person intending to sign the record (tt)Electronic signature denotes an electronic sound, symbol 

 
34 UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996, Part 2, 17. 
35 Art. 2, Definitions; Part I, UNCITRAL Model Law on Electronic Signatures with 

Guide to Enactment 2001,1. 
36 Isaac Bowman,"The History of Electronic Signature Laws", ESign Laws. 
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or process connected to or logically related with a record and signed by a person intending to 

sign the record, as defined in 17 CFR, Part 1, Section 1.3. 

According to the Food and Drug Administration, 21 CFR, Section 11.3, "Electronic" refers to 

any technology with electrical, digital, magnetic, wireless, or optical capabilities. The 

electronic signature is a computer data compilation of any symbol or set of symbols performed, 

adopted, orauthorized by a person to be equal to an individual's handwritten signature. 

There are three types of electronic signatures: an electronic sound, a symbol like a (JPEG) file 

of a person's likeness, or a method to express agreement that is either connected to or linked to 

a record. The signer's electronic signature is used to authenticate the document's authenticity. 

A person's name is all that is required here. However, as a result of this, such signatures lose 

some of their value since they are so simple to replicate or, to put it another way, fake. 

Electronic signatures are vulnerable to hacking and other vandalisms unless they are carefully 

protected and reinforced by other procedures. 

3.12.3 ISSUANCE OF ELECTRONIC SIGNATURE CERTIFICATE  

Commercial transactions are conducted face-to-face, either directly between the proposer and 

acceptor or via their agents, connections, or other intermediaries As far as parties' identities 

were concerned, the agreements were reached amid trust and confidence. In order to ensure 

that the direct dealing and first-hand transaction did not necessitate a mistake of identification, 

the traders flew thousands of kilometers. As a way to create trust and guarantee the authenticity 

of the parties involved, merchants employed various strategies such as carrying half of an actual 

cash note or using code words or symbols. Due to contract law, misidentification of parties has 

been seen as a circumstance that invalidates or nullifies an agreement37. As if by magic, 

commercial operations at the table were no more, and computer-to-computer transactions had 

taken their place. Contracts are signed electronically, and the parties' identities are preserved 

just as they appear on the monitor. As a result of all this, it was necessary to develop new 

methods for verifying online contracts and authenticating parties. 

Electronic signatures have gone a long way toward this goal, but there is a long way to go 

before they are completely trustworthy. An electronic signature and the data attached to it have 

 
37 The Indian Contract Act, 1872: 20. Where both the parties are under mistake as to matter off fact.-Where both 
the parties, to agreement are under a mistake as to a matter of fact essential to the agreement, the agreement 
is void. 
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been validated, but questions remain about the validity of this signature and the data it 

authenticates. 

As long as we don't know for sure who developed a public or private key pair in cryptography 

that uses public and private keys, it's impossible to know. An additional step was necessary to 

verify the signer or author of an electronic signature in an online environment where only 

electrons move to close a contract 

 

3.12.4 HOW DIGITAL SIGNATURE IS USED:  

• Personal Use: The person is free to use the signature for himself or herself without having 

to go to the place where it was made. 

• Business: Companies in the architecture, construction, and engineering fields need to sign 

tenders, market procurements, and even bids. A digital signature is a great way to show 

agreement. 

• Filing a GST return: Filing a GST return and E-filing require people to use digital 

signatures. 

• Filing for Income Tax: Some businesses have to file taxes all over India, which saves the 

light of the day. 

• For ROC E-filing: Filing with the Registrar of Companies and filing for different 

documents has given people enough reason to choose Digital Signature. 

 

3.12.5 TYPES OF DIGITAL SIGNATURES 

1. Unsecured Signature  

This is because Electronic Signature is a less secure signature, and the affixations that are noted 

at the end are for reference. However, as noted before, they may be readily manipulated and 

do not give much emphasis on the legitimacy of the Identity.  

The two types of electronic signatures are as follows: 

a) Email signature - anyone may easily counterfeit an email or a letter by simply entering 

the sender's name or symbol at the end of the message. 
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b) Web-based signature - in which the acceptance is made easily by clicking a single button, 

is becoming more popular in many businesses, where the Company wears multiple hats. 

Even if they were duped, the party's signatures are legally binding. 

The growth of online transactions has spawned a wide range of cybercrime, from deception to 

the concealment of one's true identity. In order to secure the identity of the sender, Digital 

Signing is used as a more rigorous kind of signature. Additionally, there are more sophisticated 

methods to combat the threat posed by electronic signatures. 

2. The Secured signature  

This includes the digitally secured signatures that likewise carry more legal weight. 

3.12.6 REVOCATION OF ELECTRONIC SIGNATURE CERTIFICATE LICENCE  

Like any paper document, a digital signature that seems to be unique might nonetheless be 

lacking the qualities of uniqueness and authenticity that we expect. This may occur in one of 

two ways: 

I. That it was gained illegally or unfairly. Unauthorized. 

2. The signing may be the same as displayed, but he falsified his identity and is not the person 

who should have joined the contract. 

3. In addition, it may become unreliable in the future if certain conditions change after it is 

given. For a variety of reasons, a user could find themselves in this position.  

So, the certifying authority is compelled to take some action. Consequently, the certification 

service provider will take the following activities on the signatory's request or, if circumstances 

warrant, even without his consent: 

1. He'll revoke the certificate or put a halt to operations for a short time. 

2. He has the option of rescinding the certificate or permanently invalidating it. 

3.  He shall publish an announcement of the cancellation or suspension so that everyone who 

inquires or has received a digital signature that can be verified by reference to an untrustworthy 

certificate is made aware of this action right away. 

3.12.7 REVOCATION OF DIGITAL SIGNATURE CERTIFICATE   
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The certificate may be revoked permanently if it is deemed invalid. The Certifying Authority 

may revoke a certificate either at the request of the subscriber or on its own . Because of the 

seriousness of the repercussions of a compromised or lost private key, not only is it incumbent 

on the subscriber, but also on the Certifying Authority, to de-recognize it. If the arrangement 

goes sour, it will have a negative impact on everyone involved, including the subscribers, since 

they all have an interest in it. As a result, withdrawing from the DSC is an option to protect the 

interests of all parties concerned. 

Under Section 38, a DSC may be cancelled under the following two conditions: 

1. Certifying Authority may cancel a DSC in any of the following situations: 

a) Any time a request to withdraw a subscription is made by the subscriber or someone 

authorized by him  

b) In the event of a subscription death. 

c) If the subscriber is a corporation, then on its dissolution or wound up. 

2 . Second, a certificate may be revoked by the Certifying Authority alone. It's not that after a 

certificate has been provided, the subscriber is free to utilize it in any way they like. Section 

38(2) grants the Certifying Authority the authority to revoke a DSC in the following 

circumstances in order to keep subscribers under its control and to ensure the continuity of his 

authority: 

a) Any time a key fact in the DSC is found to be erroneous or omitted without the knowledge 

of the Certifying Authority. 

b) A criteria for the DSC may not have been met. 

c) Because of a breach in the Certifying Authority's private key or security system, the 

dependability of the DSC was compromised.  

d) The Certifying Authority may cancel the certificate if the subscriber dies or is declared 

bankrupt. 

e) If the subscriber is a firm, then the Certifying Authority has the competence to revoke the 

DSC upon the dissolution of the firm or the winding up of the business. 

When examining Sections 37 and 38, the Certifying Authority's ability to suspend or revoke a 

DSC is clearly recognised. Additionally, the Certifying Authority has the authority to suspend 

or cancel a subscription at any time for any reason, even if the subscriber hasn't applied for 

suspension or revocation. A hearing is granted to the subscriber in the event of a revocation or 
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suspension of more than five days before the final decision is made. The use of a certificate 

that has been suspended or revoked is not only illegal, but it also opens the door to criminal 

activity and harms those who are interested. Because of this, the Certifying Authority is 

required to inform the repository designated for this purpose, and if there are many repositories, 

then each one. 105. Additionally, the suspension period should be included, as well as any new 

signature certificate and the public key that replaces the previous ones. This information should 

also be included in the notification. Anyone who inquires or knows someone who has obtained 

a digital signature that can be verified using the faulty certificate should be given the same 

notification as everyone else38.  

3.13 COMPARATIVE STUDY OF US, UK, AND INDIA  

The United States Kingdom, according to a report, is the two conventional powers that are 

overcoming the silicon attack. The United States has the most cyber-specific laws, followed by 

the United Kingdom. The UK, which also has cyber-specific laws, has also used traditional law 

to deal with difficult situations, even though judges there were hesitant to use traditional law 

in newly developed situations and pushed for technology-specific laws. Because of this, the 

legal system has been chosen as a point of reference. 

With these two countries, a comparison was made of how Indian law defines things and where 

it falls short. Because cybercrime is always changing, it must be just as hard to find and 

investigate as it is to commit it. Most of the talk is about legal issues like jurisdiction and proof, 

as well as the problems that law enforcement agencies have with applying old laws. Most of 

the suggestions are in the area of substantive cybercriminal law, but a few are in the area of 

procedural law. They are mostly based on the cybercrime laws of the US and UK, as well as 

the Cybercrime Convention of 2001. The IT Act was just the first step in giving the Indian 

people laws about cybercrime. In this study, the study and comparison of the data were taken 

into account. From the legislation of the United States, Britain, and India on cybercrime, the 

following are some of the conclusions: 

The United States is the home of the Internet. In 1969, the first crime that was made easier by 

computers happened there. The United Kingdom has also been a leader in passing laws to deal 

 
38 Nandan Kamath, Chap 4 Understanding Digital Signatures" in Law Relating to 

Computers, Internet & E-Commerce (Universal Law Publishing, 2005) 131.  
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with cybercrime and other technological offenses. These countries' efforts are worth noting, 

even if they aren't perfect. Here's what happened as a result: 

1. The word "cybercrime" has not been agreed upon by any of the three countries. Even though 

many writers in each country have tried to define it, none of them has a formal definition. 

2. The United States doesn't have a specific system for putting cybercrime into groups. The 

Computer Misuse Act, 1990 (CMA of the UK) divides cybercrime into three categories. The 

IT Act, on the other hand, has two chapters for computer property damage and offenses. Even 

though Chapter IX, which is about penalties, compensation, and legal process, is mostly a civil 

matter, the IT (Amendment) Act, 2008 changed Section 66 to make it a criminal offense if 

Section 43(a)-(i) activities are done dishonestly or fraudulently. 

3. The Computer Fraud and Abuse Act (CFAA) says that wire fraud is any act that is meant to 

trick someone out of money (18 USC S. 1343). Because Section 15 of the Theft Act of 1968 

couldn't be used to stop Internet fraud in the UK, the UK Audit Commission describes it as an 

act with no element of deception because the whole thing is done by machines. The IPC and 

the IT Act don't say what "fraud" and "theft" mean. Under the IPC, it is considered a mental 

state if the person who did the act wanted to trick someone and got something out of it. 

4. The Forgery and Counterfeiting Act of 1981 (FCA) couldn't be used correctly to stop 

computerized forgery, and it was hard to pass specific laws. Sections 463 to 477-A of the Indian 

Information Technology Act of the year were changed to make it work and apply to automated 

computer forgeries. 

5. The Communications Decency Act (CDA) makes a difference between pornography for 

adults and pornography for kids. The Obscene Publications Act of 1959 in the UK makes a 

difference between mainstream pornography and child pornography. Even though the IT 

(Amendment) Act of 2008 made obscenity a crime and made child pornography a crime under 

Section 67-B, there is no such difference under Section 292 of the Indian Penal Code. 

6. In the United States, it is not illegal to own obscene content, but it is illegal to publish or 

send obscene content. In the UK or India, it is not a crime to have something. In the United 

States, it is against the law for children to visit pornographic websites. It is also against the law 

in India to look at or download child pornographic photos. 

7. Section 1030(a)(5)(A) of the CFAA says that hacking is a crime in the United States "access 

without permission The UK's CMA doesn't use the word "hacking," but it does talk about 
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"unauthorized access," which is the same thing. Indian law states that Section 66 of the IT Act 

used to define "hacking." However, Section 66 has been replaced by a Jewish nation, so 

"hacking" is no longer defined. "No longer is hacking a choice. In this way, Indian law is 

similar to that of the United Kingdom and the United States laws. The element of mens rea is 

not recognized by US law, but it is by UK law. In the United Kingdom and the United States, 

there is no criminal responsibility. India now has a law called Section 66 that punishes 

dishonest or fraudulent "unauthorized access" (after the 2008 Amendment). 

8. The CFAA's Section 1030(a)(5)(A) makes it illegal to send any harmful software, code, or 

instructions that haven't used the CDA before. Later, the CMA of the UK decides that it was 

done on purpose. In Section 43 of the IT Act, "infection" is defined as a civil offense that can 

only be punished by monetary damages. 

9. The Electronic Communications Protection Act (ECPA) is a law in the United States that 

makes it illegal to listen in on wired communications. Individual privacy is also protected by 

the Online Protection Act of 2000, which was passed after a recommendation from the Federal 

Trade Commission (FTC). The person is not responsible if they give their own consent. The 

Data Protection Act of 1995 (DPA) puts into law the eight principles for protecting personal 

data set out by Organization for Economic Co-operation and Development (OECD) when an 

agreement makes it okay to break the rules in India, it is against the law under Section 72 of 

the IT Act to break someone's private information or confidentiality without their permission. 

It also has a new part called Section 66-E that punishes people who break people's privacy. 

10. In Section 25II(I)(a) of the ECPA, the person who breaks the law and can be held 

responsible is termed "anyone." The DPA talks about the "data controller" when it comes to 

figuring out who is in charge. S. 72 of the IT Act says that anyone who has a valid contract 

with a person is responsible if he breaks the contract and gives the person's information to 

someone else without permission. 

11. In the United States, the phrase "cyber terrorism" was used for the first time in the Patriot 

Act of 2001. It meant different ways of hacking and causing damage to secured computer 

systems. The Federal Information Security Management Act of 2002 (FISMA) says that a 

certain government department is in charge of letting people know about cyber security. Aside 

from that, the United States Computer Fraud and Abuse Act (CFAA) and Computer Misuse 

Act 1991 (CMA) also help fight cyber terrorism. The Department of Homeland Security 
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Authorization Act for Fiscal Year 2006 also wants to improve cyber security. Cyber terrorism 

is talked about in some parts of both the CMA and the DPA. 

Under Section 66-F of the IT (Amendment) Act of 2008, the term "cyber terrorism" is defined 

for the first time in India. It is now a crime that can lead to life in prison, which is the maximum 

penalty under the IT Act. Section 124-A IPC can also be used when damage is done to national 

property or when the integrity of the country is threatened. 

 

CONCLUSION  

The prevention of cybercrime necessitates the use of authentication, identity, and verification 

methods while conducting any form of electronic financial transaction. The rise of cybercrime 

and the complexity of investigating it make it important to take the right steps. To fight 

cybercrime, it's important to get stakeholders to work together better. As part of their overall 

operational risk management system, banks must keep up with the latest changes to the IT Act, 

2000, and the orders, laws, notices, and regulations that came out of it that affect bank 

transactions, as well as any new legal requirements for electronic fund transfers, electronic 

signatures, data security, digital signatures, and cheque truncation. Local law enforcement 

authorities lack the necessary resources and expertise to handle cybercrime investigations, 

which is becoming more apparent as the crime grows in prevalence. In order to get the most 

accurate and fastest results from cybercrime investigations, it is necessary to employ qualified 

cyber security professionals. 

Indian consumers are becoming more and more interested in online services because they are 

fast, easy, and save money. Also, banks are offering exciting deals to customers in an effort to 

get them to do more cashless transactions so that they can save money on operating costs. So, 

this could mean that cyber security efforts by economic institutions to fight cybercrime are 

being outpaced by a changing technical environment and better skills on the part of 

cybercriminals. 
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CHAPTER 4 

ROLE OF JUDICIARY IN TACKLING BANK FRAUD 

 

4.1 INTRODUCTION 

The Information Technology Act of 2000 is a component of India's cyber law legislative 

system. It is the fundamental piece of law intended to give punishments for a range of 

cybercrimes. As India progresses toward digitization and artificial intelligence, cybercrime has 

exploded. Several landmark decisions have contributed to enacting India’s Cyber Law system, 

and this article discusses some of the most significant ones. 

Cyberlaw refers to the legal system that regulates cyberspace. With India's shift towards 

digitization and artificial intelligence, Cyber Crime has increased significantly. There was a 

63.5 percent rise in Cyber Crimes39.  Cybercrime refers to illicit behaviors that include the use 

of a computer as a tool, a target, or both. Cybercrimes may encompass traditional criminal acts 

like theft, fraud, forgery, defamation, and mischief, which are all covered under the Indian 

Penal Code. The Information Technology Act of 2000 covers a range of modern offenses 

resulting from computer misuse. The IT Act speedily revised the Indian Penal Code 1860, the 

Bankers Books Evidence Act 1891, the Indian Evidence Act 1872, and the Reserve Bank of 

India Act 1934. The purpose of the amendments to these Acts, sections was to make them 

compatible with modern technology. By providing severe legal recognition, these 

improvements aimed to reduce the visibility of all electronic transactions and communications 

by establishing strict legal recognition. 

 
39 https://ncrb.gov.in/sites/default/files/CII%202019%20SNAPSHOTS%20STATES.pdf 
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The Information Technology Act, 2000, and the rules made under it make up India's Cyber 

Law. The IT Act is the main law that sets out what Cyber Crimes are, how they can be punished, 

what rules intermediaries have to follow, etc. But the IT Act is not the only cyber law in India. 

Some court decisions have changed the Cyber Law system in India in a big way. For a full 

understanding of the Cyber Law regime, it is important to look at some of India's most 

important Cyber Law cases: 

 

 

 

4.2 LANDMARK JUDGMENTS IN INDIA 

In every legal system that recognizes a democratic form of governance, the Judiciary plays a 

crucial function. It is the most significant branch of the government, resolving disputes between 

parties. For the advancement of civilization, a competent and authoritative judicial system is 

essential. Currently, the changing structure of society has increased the importance of judicial 

authority. In the era of information and technology, criminals are committing crimes with the 

aid of modern technologies. For the prevention of crime, an adequate judicial approach to 

technical offenses is necessary. Rules of jurisdiction serve a crucial role in ensuring the smooth 

operation of the judiciary. The first issue that would arise in the event of cybercrime is 

jurisdiction, but the fundamental nature of cybercrime requires more than the current standards, 

thus reforms are necessary. Cybercrime is a jurisdictional concern.  In India, the judiciary is an 

autonomous institution. This has been the case having a significant impact on all laws. 

However, the fundamental problem that arises when crimes of this sort are committed may 

require technical knowledge to comprehend the nature of the act and determine whether or not 

it constitutes an offense. Due to the nature of cybercrime, the judicial system faces numerous 

challenges. The laws are inadequate but the policy is adequate and the operational system is 

challenged by a lack of knowledge. From a legal point of view, the fundamental question of 

jurisdiction has arisen. Conventional law such as the Indian Penal Code and procedural law 

Code of Criminal Procedure regulations related to territorial and extraterritorial jurisdiction. 
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1. Yahoo INC v. Akash Arora40  

Background Facts  

Yahoo, Inc. was the owner of both the trademark "Yahoo" and the domain name "yahoo.com." 

In the view of people all around the globe, each of these brands had a distinct personality in 

addition to a stellar reputation. Since 1995, Yahoo has been a legally recognized business, and 

the company possesses trademarks in all nations other than India. Akash Arora formed Yahoo 

India with the same purpose as Yahoo Inc. Yahoo INC. and requested an interim injunction to 

restrict the defendant from using 'yahooindia.com' or a similar name. It filed a lawsuit against 

Akash Arora for using a trademark that was confusingly similar to Yahoo's and for marketing 

his services as being comparable to Yahoo's. 

Issues 

1. Does intellectual property safeguard domain names? 

2. Is the registration of "Yahoo India" by the defendant a breach of the Trade and Merchandise 

Marks Act and a passing-off of Yahoo's services?  

3. Also, does the defendant's use of the name "Yahoo India" constitute a violation of the 

plaintiff's trademark? 

Judgment  

The Hon’ble judge ruled that Akash Arora committed trademark infringement and prohibited 

him from engaging in cybersquatting by using a domain name that is confusingly similar to 

Yahoos and offering services that are analogous to those offered by Yahoo Inc. This ruling was 

made on the basis of the belief that a company's goodwill may be found in its name and 

trademark, particularly in the instance involving Yahoo Inc. Because of this, it was concluded 

that the word "Yahoo" had developed a reputation, and it was recommended that the defendant 

stop using the domain name "yahooindia.com." The test was passed with a passing grade for 

Yahoo. 

An important cybersquatting case currently being heard in India is Yahoo v. Akash Arora. In 

this particular instance, the Delhi High Court came to the conclusion that a trademark and a 

domain name both deserve the same level of legal protection. This illustrates a significant issue 

with intellectual property law regarding passing off in accordance with Indian trademark law. 

 
40[Yahoo INC] v. [Akash Arora], yahoo-inc-vs-akash-arora-1999/ 
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In addition to that, both Section 29 and Section 27 of the Trade and Merchandise Marks Act 

were investigated. 

 

 

 

 

2.   State of Tamil Nadu Vs Suhas Katti41   

Background of case  

The Suhas Katti case is the first in India to establish a precedent for cyber-harassment. A 

woman filed a lawsuit against the defendant for posting filthy words about her. A woman was 

the subject of cyberstalking and harassment allegations in this case. After it was filed in 

February of 2004, the cybercrime cell in Chennai completed the process of conviction. 

Facts of the case  

The defendant was the victim's close friend. He desired to marry the victim, Ms. Roselind, but 

she married another man, rejecting his proposal. After she received a divorce, he tried to attract 

her once more. Infuriated by this rejection, he began to harass the woman by releasing her 

phone number and posting filthy messages on numerous groups with the intent of insulting her 

and convincing others that she was a woman of bad character. After that, she began to get 

messages from unknown individuals, which greatly humiliated her. The accused constructed a 

bogus account in the name of the victim, Ms. Roselind, in order to destroy the victim's 

reputation. Based on what happened above, the victim filed a complaint under section 67 of 

the IT Act of 2000 and sections 469 and 509 of the Indian Penal Code of 1860. 

Issues  

1. Whether the accused could be charged under section 67 of the Information Technology Act 

of 2000 and sections 469 and 509 of the Indian Penal Code of 1860? 

Related provision  

 
41[State of Tamil Nadu] Vs [Suhas Katti], Suhas Katti v. State of Tamil Nadu 4680 of 2004 
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1. This case is governed by Section 67 of the Information Technology Act of 2000 and 

Sections 469 and 509 of the Indian Penal Code of 1860. 

Judgment  

Based on the facts of the case, the judges gave the accused a sentence under section 67 of the 

Information Technology Act of 2000, sections 509 and 469 of the Indian Penal Code of 1860 

for his actions, which were not only against the laws of the nation but also against morality. He 

posted obscene material and said bad things about women, which is shameful, and it should be 

recognized that these kinds of actions should be punished. 

This case holds a prominent place in the history of the Indian judicial system for convicting a 

person for sending filthy messages by damaging the woman's reputation and character and also 

violating her modesty. 

 

3. Avnish Bajaj Vs State (NCT) of Delhi42  

Background case  

On the website, www.bazeee.com (now www.ebay.in), a pornographic MMS video called 

"DPS Girls having fun" was for sale. The website had safety filters to find these kinds of 

listings, but this one was not caught. The article was posted for the first time on the website on 

the evening of November 27, 2004, and was removed only two days later, on November 29, 

2004, after a complaint was filed against the corporation. In the interim, a few sales have 

occurred through the website. After an investigation by Delhi's Crime Branch, Sharat 

Digumarti, the Website's manager, and Ravi Raj, Avnish Bajaj, the Website's managing 

director, were found to have mishandled the content on the Website. On the complaint, they 

were referred to as the accused. 

Facts of case  

The case began with an IIT Kharagpur student named Ravi Raj, who on November 27, 2004 

posted an unlawful pornographic video clip titled "DPS Girls having fun!" for sale on 

baazee.com under the pseudonym "Alice-elec. The item offered the movie in MMS format for 

 
42[Avnish Bajaj] Vs [State (NCT) of Delhi], Avnish Bajaj v. State (NCT) of Delhi (2008) 105 DRJ 721: (2008) 150 
DLT 769 
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Rs. 125 per and was posted under the "e-books" category due to the certainty that the website 

had the necessary safety filter to prevent the sale of offensive content. 

The inappropriate indecent content was disabled and removed on November 29, 2004. The 

Crime Branch of the Delhi Police investigated and filed a First Information Report. After 

conducting an inquiry, a charge sheet was filed naming as suspects Ravi Raj, Avnish Bajaj, the 

managing director of the Baaze.com website, and Sharat Digumarti, the individual in charge of 

handling such information. On February 14, 2006, the Metropolitan Magistrate took 

cognizance of the case and filed charges against Ravi Raj, the seller, Avnish Bajaj, the 

Managing Director of BIPL, and Sharat Digumarti, the Senior Manager of Trust and Safety for 

BIPL, under Sections 292 and 294 of the Indian Penal Code and Section 67 of the Information 

Technology Act, 2000. 

After Ravi Raj's disappearance, Avnish Bajaj filed a petition to dismiss the criminal charges 

against him. He said that the MMS was transmitted directly between the seller and buyer, 

without the involvement of the Website, as it is an entirely customer-to-customer website that 

facilitates the online sale of real estate. In addition to receiving commissions from such sales, 

the website also generates earnings and revenue from adverts placed on its web pages. Avnish 

Bajaj was detained under section 67 of the IT Act of 2000, and the trial court denied his bail 

motion. After that, he petitioned the Delhi High Court for bail and to have the accusations 

against him dismissed. 

Issues  

1. If the website is accused of breaking Section 292(2)(a) and (d) of the Indian Penal Code, are 

the arguments against it objectionable or not? 

2. Are the violations of Sections 292 and 294 of the IPC and Section 67 of the IT Act 

applicable? 

3. If the company has not been named as a principal defendant under Section 67 of the IT Act, 

can the company's managing director be held liable? 

Related Provisions  

1. Section 292 of the IPC defines obscenity as lusty or lascivious figures or objects that deprave, 

pervert, or corrupt a person. So, it's illegal to distribute, show, advertise, export, import, etc. 

obscene print media. 
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2. Section 294 of the IPC made it unlawful to commit indecent acts or sing obscene songs in 

public. 

3. Section 67 of the IT Act makes electronic obscene content transmission and publication 

illegal. 

Judgment  

The court said that Sections 292(2)(a) and 292(2)(d) of the IPC showed that the crime was 

likely to have been done. The court stated in this respect that "by not having suitable filters that 

could have identified the words in the listing or the pornographic character of what was being 

offered for sale, the website faced the risk of having imputed to it the knowledge that such an 

object was, in reality, obscene," and as a result, it determined that under the strict liability 

imposed by Section 292, knowledge of the listing can be imputed to the corporation. The bench 

said that it was misleading to say that the company's only job was to act as a moderator because 

the company's job was an important part of the whole chain of events. In this case, Bazee.com 

basically acted as a middleman because it made money from the listing and sent the payment 

to the advertiser even after the listing was taken down because it was offensive. So, not naming 

the company as a principal accused was a clear mistake in the way things were done. 

The Honourable High Court said that the charge sheet didn't make a good case against the 

petitioner. It also said that the Indian Penal Code didn't recognize the idea of automatic criminal 

liability for the MD of a company, so the petitioner wasn't held responsible under Sections 292 

and 294 of the Indian Penal Code. But Avnish Bajaj was found guilty of the charges under 

Section 85 of the IT Act. This section, along with Section 67 of the same Act, said that a director 

would be responsible for the crime even if the company hadn't been charged as the main 

suspect. 

 

4. Shreya Singhal VS. Union of India43  

Background case  

 A democratic country is defined by its ability to freely express oneself through the mediums 

of speech and writing. It is the freedom to express one's opinion openly by voice, writing, 

 
43[Shreya Singhal ]VS. [Union of India], Shreya Singhal vs Union of India 2015 SC 1523  
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printing, gestures, or any other form of communication. Union of India v. Shreya Singhal is a 

landmark case that invalidated Section 66-A of the Information Technology Act on the grounds 

that it violated the Freedom of Speech and Expression. This case reaffirms that Article 19 is of 

essential importance in India and has broadened the scope of a person's Freedom of Speech and 

Expression, ensuring that this freedom can only be restricted for the reasons outlined in Article 

19(2). 

Facts of case   

Following the death of political leader Bal Thackery, the Shiv Sena ordered a bandh throughout 

Maharashtra. Two females named Shaheen Dhada and Rinu Shrinivasan expressed their 

discontent with the bandh by writing a Facebook comment that they liked. They were promptly 

detained by Mumbai Police under section 66 A of the Information Technology Act for 

publishing and like comments that could incite anger and hostility among the general public. 

The girls were soon released, but the incident sparked a major public outcry and media attention 

with claims that it violated the Constitution's Article 19 guarantee of freedom of speech and 

expression. It was also stated that police officials abused their authority by claiming Section 

66 of the Information Technology Act, which allows police authorities to examine a matter 

without a warrant. It has resulted in widespread arrests of innocent people for merely 

expressing their opinions and ideas, which the government deemed to be Objectionable 

Content.  

Following this occurrence in 2013, the Central Government issued a directive prohibiting the 

arrest of any individual without the prior approval of the Inspector General of Police. Article 

32 of the Constitution was quickly invoked by multiple petitions challenging the 

constitutionality of Section 66-A of the IT Act. The supreme court consolidated all of these 

petitions into a single P.I.L, which was titled Shreya Singhal v. Union of India. 

Issues  

1. How does Section 66A of the IT Act affect the right to free speech and expression? 

Judgment  

The Supreme Court agreed with the petitioner's arguments and said that Section 66A has a 

chilling effect on Freedom of Speech and Expression and that the words used in it are not a 

good reason to limit that freedom. Article 66 A's vague language could lead to unfairness and 

harm, so it needs to be put to rest. The court also said that "Verbal Abuse" was different from 
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"Free Speech." Verbal abuse is a matter of opinion. Any harmless comment can't be put in the 

"Freedom of speech" frame. The court talked about the three core concepts behind Freedom of 

Speech: discussion, advocacy, and incitement. Freedom is limited when talking or advocating 

about a topic gets to the point where it might offend someone. The court, on the other hand, 

didn't agree with the petitioner's claim that there was no clear difference between print and live 

speech when compared to speech over the internet. There is a clear difference because the 

internet gives people a place to share their opinions for a small fee or sometimes even for free. 

This is not the case with other ways of spreading information. With the help of the internet, 

information can quickly get to millions of people. Thus, the petitioner's claim that Article 14 

of the Constitution is unconstitutional fails.  Applying the Rule of Severability the Supreme 

Court used the idea of "severability," and only Section 66-A was ruled invalid because it was 

not in line with Part III of the Constitution. Only this part of the act was ruled to be against the 

Constitution. The rest of the act was found to be legal. 

The Supreme Court's two-judge panel has taken a significant step toward protecting Freedom 

of Speech and Expression in the modern world, where millions of people use the Internet to 

share their opinions. By ruling that Section 66A was unconstitutional, the court made it clear 

that talking about and advocating for an issue is important to help find the truth and give people 

a voice in making decisions. 

5. SMC Pneumatics (India) Pvt Ltd Vs Jogesh Kwatra44  

Background Facts  

The plaintiff got e-mails that were offensive, rude, dirty, abusive, threatening, embarrassing, 

humiliating, and hurtful. Plaintiff tracked down one of the emails he got on April 2, 2001, with 

the help of a private computer expert. After looking into it, it was found that the email came 

from a Cybercafe in New Delhi. During the investigation, from a picture of a group. The person 

who works at the cyber cafe said that the defendant was the same person who sent the email. 

The emails were sent to the top managers of the different SMC companies around the world. 

They were sent through the sales department, especially to Australia, which is in a different 

country. He worked there, so they were sent from there to plaintiff No. 2. Copies of the e-mails 

were distributed to the Managing Directors of the group firms; only through the Managing 

Directors of the group companies as plaintiff No. 2 defamed. All of these people were sent 

 
44[SMC Pneumatics (India) Pvt Ltd] Vs[ Jogesh Kwatra], Smc Pneumatics (India) Pvt. Ltd vs Shri Jogesh Kwatra 
on 12 February, 2014 
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copies of the email on purpose to poison their minds, hurt their professional careers, and make 

the plaintiff's situation worse. 

Since these emails were forwarded to the plaintiff, the plaintiff has decided to obtain a copy of 

them all. On May 11, 2001, the person who is being sued filed a police report against the person 

who is being sued. On May 11, 2011, the plaintiff filed the defendant for sending the emails 

and damaging the plaintiff's reputation. 

Issues  

1. Are the plaintiffs entitled to the remedy of permanent injunctions as requested in the petition 

clause of the complaint? The plaintiff bears the burden of proof. 

2. Whether the plaintiffs came to court with their hands clean. The burden of proof is with the 

defendant 

3. Relief. 

Judgment  

Issue 1 is decided against the plaintiff because the e-mails presented to the court were not 

admissible as certified evidence under Section 65B of the Indian Evidence Act. Even if the 

plaintiff presented the best argument possible, the court could not accept it because there was 

no direct evidence that the defendant, in this case, was the one sending the emails. Since there 

were no particular pleadings other than a broad objection based on considerations that will 

establish whether or not the plaintiff has a cause of action, Issue 2 was deemed ineffective and 

dismissed. The third issue was dismissed in light of the case's facts and circumstances. 
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4.3 LANDMARK JUDGEMENTS IN THE USA 

1. United States v. Morris45  

Background Facts 

Cornell University's Defendant was a graduate computer science student. In an effort to 

highlight the inadequacy of computer network security procedures, Defendant unleashed a 

"worm" on the Internet that was designed to spread across a vast network of computers across 

the country. The worm performed magnificently. In fact, it worked too well, and the defendant 

attempted to prevent the worm's spread. Nonetheless, Defendant did enormous harm to 

computers across the nation. The defendant was later convicted under the Computer Fraud and 

Abuse Act of 1986, and he appeals on the grounds that the prosecution failed to establish that 

he intended every aspect of the offense. 

Issues 

1. The government must demonstrate not only that the defendant planned to access a computer 

of federal interest, but also that he meant to prevent authorized use of the computer's 

information and cause loss. 

Judgment  

No. Conviction is confirmed. The Computer Fraud and Abuse Act of 1986 applies to anyone 

and everyone who knowingly obtains unauthorized access to a computer of Federal interest 

and modifies, damages, or destroys information, or prevents authorized use of such a computer 

or information, therefore causing loss. The legislative history indicates that only the access 

element applies to the intent element. Other parts of the offense are not required to be 

deliberate. This opinion is backed by the subsection's language, structure, and intent in 

comparison to its predecessor. Therefore, Defendant's conviction holds, as it was proven 

beyond a reasonable doubt at trial that he entered federal computers on purpose. 

 
45[United States ]v. [Morris], United States v. Morris 928 F.2d 504 (1991) 
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2.  International Airport Centers v. Citrin46   

Background Facts 

Defendant, Citrin, worked for the Plaintiffs, a collection of related enterprises involved in the 

real estate market. Citrin was provided with an IAC laptop and told to identify properties that 

IAC may like to purchase, as well as to help with any subsequent acquisitions. (On his laptop, 

he was to record his results.) Citrin resigned from IAC in violation of his employment 

agreement in order to pursue self-employment. In addition to breaking his contract, Citrin 

erased all of the laptop's data before delivering it to IAC. This data included crucial information 

for which the IAC lacked backup files. IAC was unable to retrieve any of the data because 

Citrin destroyed them using a "secure-erasure tool" that overwrote the deleted files. IAC 

subsequently filed an action against Citrin under the Computer Fraud and Abuse Act (CFAA) 

1986 

Issues 

1. In this instance, the meaning and interpretation of the phrase "transmission" in 18 U.S.C. 

1030 of the Computer Fraud and Abuse Act is at issue. According to 18 U.S.C. 

1030(a)(5)(A)(i), the CFAA is violated by anybody who knowingly causes the transmission 

of a program, information, code, or instruction and, as a result, will fully cause unlawful 

damage to a protected computer. In this case, Citrin claims that deleting a file from a 

computer is not an exchange of information 

Judgment  

The court changes the decision and tells the case to continue. It is not necessary to know or 

reveal the specific method of transmission to beat a motion to dismiss for failure to prove a 

claim under the CFAA. Rather, any evidence of transmission, whatever of its kind, is adequate 

to withstand a request to dismiss a CFAA, 18 U.S.C. 1030, charge.  

 

 
46[International Airport Centers] v. [Citrin], International Airport Centers v. Citrin 440 F.3d 418 (2006) 
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3. United States v Sergey Aleynikov47  

Background facts 

Sergey Aleynikov (Defendant) worked for Goldman Sachs for two years as a computer 

programmer. The defendant was primarily responsible for coding the company's electronic 

trading system. Under the terms of the company's confidentiality policy, Defendant was 

expected to maintain the secrecy of all the company's secret information, including the 

intellectual property it had generated. The regulation also prevented Defendant from retaining 

or utilizing any intellectual property he developed while employed by Goldman Sachs. On his 

last day at Goldman Sachs before accepting a new post, the defendant encrypted and uploaded 

more than 500,000 lines of source code he had produced while employed there to a server in 

Germany. The defendant downloaded the source code from the server to his private computer 

upon his return. Later, the defendant moved the source code to a flash drive and laptop 

computer. Consequently, the defendant was arrested for violating the National Stolen Property 

Act (NSPA). The district court refused the defendant's motion to dismiss the charge for failing 

to state an offense at trial. The district court determined, for purposes of the NSPA, that the 

source code represented stolen property on the part of the defendant. In addition, the court 

rejected Defendant's claim that the NSPA did not extend to "intangible intellectual property" 

such as computer source code. Defendant appealed his conviction, saying that the trial court 

erred by denying his request to dismiss. 

Issues 

1. Whether the theft of something that can't be touched or seen is the same as the theft of 

goods, wares, or merchandise, as defined by the National Stolen Property Act. 

Judgment  

The decision of the lower court is reversed. The National Stolen Property Act does not include 

stolen goods, wares, or merchandise that can't be seen or touched. For the purposes of the 

NSPA, a good must be taken if it is something that can be touched. The value or importance of 

a physical item has nothing to do with whether or not the NSPA has been broken. At least two 

 
47[United States] v [Sergey Aleynikov], United States v. Aleynikov, No. 11-1126 (2d Cir. 2012) 
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other federal circuit courts have also said that source code and other types of intangible property 

are not goods under the NSPA. At the time of the theft, however, if the intangible property is 

turned into something tangible, like a photocopy or a thumb drive, and the thief finishes the 

theft by taking the photocopy or thumb drive with him or her, the thief could be charged under 

the NSPA. In this case, the defendant stole something that didn't have a physical form. There 

is no proof that Defendant took something from Goldman Sachs that could be touched. The 

defendant stole something that couldn't be seen or touched by putting it on a server in Germany. 

Even though the defendant later put the source code on a thumb drive, the NSPA is not broken 

unless the intangible property is transferred to a physical form at the time of the theft. Even if 

intangible property is later stored in a physical form, this does not make it a stolen good 

4.  Van Buren v. the United States48  

Background facts  

Nathan Van Buren served as a sergeant for the police department in Cumming, Georgia. In this 

capacity, he became acquainted with Andrew Albo, who reputedly hired teenage prostitutes to 

spend time with him before accusing them of taking the money. Van Buren requested a loan 

from Albo, falsely alleging that he required more than $15,000 to cover his son's medical 

expenses. Albo secretly videotaped Van Buren's request for the money, unbeknownst to Van 

Buren. Albo gave the recording to a Forsyth County Sheriff's Office detective and said that 

Van Buren was trying to "shake him down" for money. The FBI, therefore, planned a sting 

operation to determine how far Van Buren would go for money. As part of the sting operation, 

Albo wanted Van Buren to investigate a woman he mentioned to determine if she was an 

undercover officer before he would give Van Buren the entire amount of money he demanded. 

Van Buren looked up the woman's details in a database kept by the Georgia Bureau of 

Investigation (GBI) and the Federal Bureau of Investigation (FBI). The following day, FBI and 

GBI agents confronted Van Buren, who admitted to fabricating a story about his son to obtain 

a loan from Albo, using a government database to search for a woman Albo suggested might 

be an undercover officer, and understanding that the purpose of the search was to determine 

and disclose to Albo whether the woman was an undercover officer. A federal grand jury 

indicted Van Buren on one count of wire fraud involving honest services, in violation of 18 

U.S.C. 1343 and 1346, and one count of felony computer fraud, in violation of 18 U.S.C. 1030. 

Van Buren was found guilty on both charges by a jury, and he appealed his convictions. The 

 
48[Van Buren] v. [the United States], Van Buren v. United States - 141 S. Ct. 1648 (2021) 
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U.S. Court of Appeals for the Sixth Circuit determined that the jury instructions on the honest-

services count were fatally faulty and remanded the case for a new trial. It found no flaws in 

the conviction for computer fraud and upheld that conviction, citing Eleventh Circuit precedent 

stating that a person having access to a computer can be convicted of computer fraud if that 

person misuses the computer. 

Issues  

1. If a person who is permitted to access information on a computer for specific purposes 

accesses that information for an unlawful act, does he violate Section 1030(a)(2) of the 

Computer Fraud and Abuse Act? 

Judgment  

Under Section 1030(a)(2) of the Computer Fraud and Abuse Act of 1986, a person "exceeds 

authorized access" when he is allowed to use a computer and then gets information from parts 

of the computer that are off-limits to him. It is not enough for a person to get information that 

is available to him with bad intentions. The 6-3 majority judgment of the Supreme Court was 

written by Justice Amy Coney Barrett. Section 1030(e)(6) says that a person "exceeds 

authorized access" when he "accesses a computer with permission" and "uses that permission 

to get information from the computer that the accessor is not allowed to get." In this case, 

everyone agreed that Van Buren had the right to get the information about the license plate, but 

they didn't agree that he had the "right to obtain" it. Van Buren argued that the phrase refers to 

information that a person is not permitted to obtain "by using a computer that he is authorized 

to access," whereas the government argued that it refers to information that a person is not 

permitted to obtain "in the specific manner or circumstances under which he obtained it." The 

Court found Van Buren's view to be more logical and natural than that of the government, and 

the structure of the Act bolsters this interpretation. In addition, the statutory history of 

Congress' decision to eliminate the statute's reference to purpose provides more support for 

Van Buren's interpretation. Adopting the government's approach would impose criminal 

penalties on a staggering number of everyday computer activities and introduce arbitrariness 

into the determination of criminal responsibility. 

Justice Clarence Thomas, joined by Chief Justice John Roberts and Justice Samuel Alito, filed 

a dissenting opinion, claiming that "the text, common principles of property law, and statutory 

history" support the government's proposed reading of the provision. 
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CONCLUSION 

The Information Technology Act as well as the norms that have been developed together make 

up the foundation of the Cyber Law system. It is possible that the provisions of the IPC will be 

utilized whenever the IT Act is unable to provide a particular offense or does not contain 

provisions that are exhaustive in relation to the offense. Even nevertheless, it cannot be denied 

that the existing state of Cyber Law is totally inadequate to deal with the crime of the subject. 

Crime is on the rise in India, even as the country takes more steps toward becoming a digital 

nation, and each day brings about the emergence of new types of cybercrime. As a consequence 

of this, there is a rising need to enhance and advance legislation in order to deal with 

cybercrime, as it has been discovered that India's Cyber Law is inadequate in comparison to 

the laws of other states. 
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CHAPTER 5 

THE RELEVANCE OF EXISTING LAW AND REGULATION RELATING TO 

CYBERCRIME AND BANK FRAUD: A CRITICAL ANALYSIS 

 

5.1 INTRODUCTION  

The progress of technology and its broad use have exposed individuals to major security risks. 

Security breaches necessitate the development of a formidable resistance, which drives the 

desire for strict cyber regulations in India. Threats to online security are making headlines, 

frightening both corporate executives and consumers. To maintain India's standing as one of 

the world's major investment centers, India's cybersecurity sector is rising. This increases the 

need for rigorous regulatory requirements to preserve India's cybersecurity. As a result of the 

growing number of cybercrimes, which has left the country stunned and terrified, the 

government is constantly developing more stringent legislation to protect individuals and 

businesses from the dynamism of web-mishaps. In addition, impermeable cyber regulations 

have been implemented to minimize the exposure of "sensitive personal data" in the hands of 

service providers and intermediaries. 

 

5.2 CYBERSECURITY COMPLIANCE REGULATION IN INDIA 

All service providers, data centers, and intermediaries are subject to the jurisdiction of the 

Information Technology Rules, 2013. This regulation requires all cybersecurity issues to be 

reported in real-time to the Indian Computer Emergency Response Team. The Information 

Technology Act (ITA) was deemed the first landmark in the history of cyber legislation in 

India, but as soon as the country embraced digital transformation to its core, the current 

standards proved inadequate. The judicial system's vulnerabilities provided several escape 

routes for cybercriminals who committed heinous crimes. Territorial Jurisdiction is one such 

overlooked issue with regrettable legal implications. The legislation briefly references the 

Jurisdiction in Sections 46, 48, 57, and 61 in relation to the adjudication procedure and the 

appeals procedure outlined in Section 80, authorizing the police to search any public location 
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for cybercrime, etc. Due to the fact that cybercrimes are geographically indifferent, territory-

free, and transnational, jurisdiction remains an impossible challenge. After this, the 

preservation of evidence becomes a contentious issue amongst jurisdictions. Nonetheless, the 

majority of cybercrimes in India were adequately covered by the relevant provisions of the 

Indian Penal Code, providing the investigative organizations with confidence and certainty. 

Since India lacks basic cybersecurity legislation, several sector-specific restrictions have been 

enacted by powerful government entities. The Department of Telecommunications (DOT), the 

Reserve Bank of India (RBI), and the Securities Exchange Board of India (SEBI) each have 

their own well-defined cybersecurity duties governing enormous businesses, including 

insurance firms, banks, and telecommunications service providers, among others49. 

A. Reserve Bank of India Act 2018 

The Reserve Bank of India (RBI) published comprehensive cybersecurity rules that regulated 

and tested the activities of all urban co-operative banks (UCBs), based on a thorough evaluation 

of the growing IT risk factors. The RBI Act intends to standardize the security frameworks for 

all banks and industries, which have varying degrees of technological adoption and 

digitalization. Following the approval of their Board or Administrator, all UCBs are required 

to formally document their cybersecurity policy. To combat the expanding complexity of 

business, it is vital to adhere to these rules to develop cyber-risk-free financial institutions. 

While evaluating the inherent cyber risks, UCBs must evaluate adopted technology, digital 

goods, distribution routes, and other external and internal threats thoroughly. As the nature of 

threats diversifies and intensifies, standard Business Continuity and Disaster Recovery plans 

may no longer be adequate. UCBs must rapidly identify any cyber-intrusions to recover from, 

react to, and limit the effects of cyber-attacks. 

B. DOT 

The Department of Telecommunications has also gotten significantly harder on cybercrime, 

protecting data privacy, and keeping consumers safe. The authorized authorities of TRAI 

(Telecom Regulatory Authority of India) and DOT have updated the cyber rules to emphasize 

their obligation towards customer data – since the most vital online transactions are done on 

mobile devices. The Telecom Regulatory Authority of India (TRAI) is renamed the Digital 

Communications Regulatory Authority of India (DCRAI) and its powers are amended and 

 
49 http://www.proind.in/blog/cyber-laws-in-india-and-information-technology-act-all-you-need-to-know/ 
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expanded. The Department of Transportation will continue to operate as an inter-ministerial 

entity, with the telecom secretary as the highest decision-making authority in the country. The 

Department of Transportation, in conjunction with the Ministry of Information Technology, 

favors a consent architecture with many layers that emphasizes the safe handling of personal 

data. After identifying the aim of collection, firms are only permitted to gather the necessary 

consumer information. Additionally, the data may only be retained for as long as required. In 

addition to having the ability to withdraw permission at any moment, DOT has stated that 

internet users will have the ultimate say over the use of their personal information.  

C. SEBI 

SEBI In 2018 and 2019, the Securities and Exchange Board of India (SEBI) issued stringent 

regulations for firms that come under its jurisdiction, including Depository Participants, Stock 

Brokers, Asset Management Companies (AMCs), Stock Exchanges, Mutual Funds, Clearing 

Corporations, and Depositories. SEBI released Guidelines for Depository Participants and 

Stock Brokers on December 3, 2018. On January 10, 2019, SEBI released Asset Management 

Company and Mutual Fund Guidelines. Guidelines for Clearing Corporations, Stock 

Exchanges, and Depositories were issued by SEBI on December 7, 2018. All of these 

regulations are firmly centered on protecting the security and dependability of client data, 

hence restricting the rights of all of these firms. 

 

5.3 GOVERNMENT-ENACTED MEASURES TO COMBAT BANK FRAUD IN 

INDIA50 

1. Code of Insolvency and Bankruptcy (IBC) of 2016 

This Code was introduced to deliver a complete framework for resolving bankruptcy and 

insolvency-related issues. IBC employs the creditor-in-seat strategy, in which the experts with 

the interim resolution take over the administration of corporate debtors' affairs from the onset. 

In this approach, the accounts of individuals associated with non-performing assets and willful 

defaulters are excluded from the settlement process. 

1. Banking Regulation Act, 1949 

 
50 (COMPREHENSIVE MEASURES TAKEN TO CURB INCIDENCE OF FRAUDS IN 
BANKS)https://pib.gov.in/PressReleaseIframePage.aspx?PRID=1739661 (20th June,2022) 
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This Act has been revised to provide the Reserve Bank of India (RBI) the ability to issue 

directives to banks and to commence the bankruptcy resolution procedure under the Insolvency 

and Bankruptcy Code (IBC). 

2. The Fugitive Economic Criminals Act of 2018 

This Act went into effect on April 21, 2018. The Act prohibits economic criminals from fleeing 

the nation. This Act empowers any special court to seize the assets and properties of criminals 

charged with a default of above Rs. 100 crores who attempt to dodge prosecution by staying 

beyond the jurisdiction of Indian courts. Under this Act, the property of fugitive economic 

offenders is attached and seized. The Act also permits the denial of the wrongdoer's right to 

defend any legal suit. 

3. The SARFAESI Act of 2002 (Securitization and Reconstruction of Financial Assets 

and Enforcement of Security Interest) was passed in 2002. 

This Act has been revised to impose a penalty of three months in jail if the borrower fails to 

disclose the specifics of his assets and the lender obtains control of the mortgaged property 

within 30 days. The government announced the establishment of six new Debts Recovery 

Tribunals (DRT) in a statement. In 2018, the minimum monetary limit for registering a case in 

the DRT has been increased from Rs. 10 lakh to Rs. 20 lakh, so that the fast track courts may 

concentrate on matters with a larger monetary value. 

5.4 INCREASING ATTACKS ON CYBERSECURITY SYSTEMS 

Cybercrimes are at the top of the news around the world right now, causing unexpected damage 

to companies and individuals. Data leak, identity fraud, financial theft, and stealing internet 

time are some of the most common types of cyber theft. Even though cybersecurity is getting 

better nearly every day, hackers are always finding new ways to break into systems. This shows 

how much stronger cyber laws and better cybersecurity systems are needed. Also, for 

cybercrimes to be less common and fraudsters' efforts to be stopped, lawmakers need to know 

about potential holes in cybersecurity and fix them right away51. To stop the rising risks across 

the country, people must keep working hard and always be on the alert. 

 

 

 
51 prevent-cyber-attacks/ 
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5.5 WHY DOES INDIA NEED CYBER LAWS IN INDIA? 

Cyberlaw is especially important in places like India where people use the internet a lot. The 

law was made so that both people and businesses would be safe from cybercrime. The cyberlaw 

lets other people or groups sue someone in court if they break the law. 

Cyberlaw may be needed in the following situations: 

• Due to the fact that all stock transactions are now done in Demat format, cyber law protects 

anyone who is involved in these transactions in case there are any fraudulent transactions. 

• Almost all Indian businesses keep records on computers. A company might need this law to 

stop this kind of data from being used in bad ways. 

• Due to the fast growth of technology, many government forms, like income tax returns and 

service tax returns, are now filled out electronically. By hacking into government portal sites, 

anyone can use these forms in a bad way. This is why cyberlaw is needed so that legal action 

can be taken. 

• Cardholders and online banking are used for shopping today. Unfortunately, these credit and 

debit cards are sometimes used to pull off scams on the internet. Cloning a debit card is a way 

for someone to get your personal information from the Internet. Cyberlaw can stop this from 

happening. Section 66C of the IT Act says that anyone who tries to use an electronic password 

in a dishonest or fraudulent way can get up to three years in prison and a fine of up to one lakh 

rupees. 

• Digital signatures and e-contracts are the most used means of completing business 

transactions. Anyone who uses digital signatures or electronic agreements can easily misuse 

them. Cyberlaw protects people from these kinds of con jobs. 

 

5.6 WHEN IT COMES TO CYBER SECURITY, THERE ARE FOUR PRIMARY 

LAWS TO CONSIDER. 

In nations such as India, where Internet usage is widespread, cyber regulations become vital. 

The purpose of stringent cyber laws is to supervise the digital spread of information, 
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technology, data security, e-commerce, and financial activities. India's Cyber Laws have paved 

the way for e-transactions and digital government in the country, as well as expanded the scope 

and use of digital media, by offering maximum connection and minimizing cybersecurity 

risks52 

1. INFORMATION TECHNOLOGY ACT, 2000 

The Information Technology Act, which was drafted in 2000, governs India's cyber legislation. 

The primary objective of this act is to provide eCommerce with dependable legal inclusivity 

by permitting the registration of real-time information with the government. A number of 

changes were subsequently enacted, as cyber-attacks grew stealthier and humans tended to 

abuse technology.  

The ITA, which was adopted by the Indian Parliament, outlines the severe fines and penalties 

protecting the e-governance, e-banking, and e-commerce industries. Now, ITA's reach has been 

expanded to include all modern communication devices.  

The IT Act is the linchpin of Indian cybercrime regulation, guiding the whole nation's 

cybercrime legislation:  

Section 43 - Applies to those who destroy computer systems without the owner's authorization. 

In such instances, the owner may seek full reimbursement for the whole amount of damage. 

Section 66 - Applicable if a person is proven to have committed any act listed in section 43 

dishonestly or fraudulently. In such cases, a prison sentence of up to three years or a fine of up 

to Rs. 5 lakhs may be imposed.  

Section 66B - Establishes the penalties for fraudulently receiving stolen communication 

devices or computers, which confirms a three-year jail sentence. This sentence may also be 

accompanied by an Rs. 1 lakh fine, depending on the gravity of the offense.  

Section 66C - This section examines identity fraud including forged digital signatures, hacked 

passwords, and other identifying characteristics. If found guilty, a three-year prison sentence 

may be accompanied by an Rs. 1 lakh fine.  

 
52 KatieChadd, [The History Of Cybercrime And Cybersecurity, 1940-2020]  
[https://cybersecurityventures.com/the-history-of-cybercrime-and-cybersecurity-1940-2020/] (22nd 
June,2022 at 2:35pm) 
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Section 66D - This section was added in response to a request and focuses on punishing those 

who commit impersonation utilizing computer resources. 

 

2. INDIAN PENAL CODE (IPC) 198053 

The Indian Penal Code (IPC), from 1860, and the Information Technology Act of 2000 are 

used to punish identity theft and cyber fraud.  

The most important section of the IPC for cyber frauds is:  

• Forgery (Section 464)  

Forgery is when someone makes a fake document in the name of a formed person, but 

wants it to look like it was made by a real person, or in the name of a dead person, but 

wants it to look like it was made by the person when he was alive. 

• Forgery planned to cheat (Section 468)  

Whoever fakes a document or electronic record with the intent that it will be used to cheat 

will be jailed or fined for up to seven years, depending on which type of record was faked. 

• False documentation (Section 465)  

Whoever commits forgery will be fined, put in jail for up to two years, or both. 

 

• Showing a fake document as real (Section 471)  

Section 471 of the IPC, 1860, says that it is illegal to use a fake paper or electronic record 

as if it were real. It says that anyone who uses a fake document or electronic record when 

they know it is fake or have reason to believe it is fake will be punished the same way as if 

they had made a fake document or electronic record. 

• Reputation harm (Section 469) 

Whoever commits forgery with the intention that the forged document or electronic record1 

will hurt the reputation of another party or with the knowledge that it is likely to be used 

for that purpose will be punished with either imprisonment or a fine for a term that could 

last up to three years. 

 

 
53 CYBER CRIMES UNDER THE IPC AND IT ACT - AN UNEASY CO-EXISTENCE, https://www.mondaq.com/india/it-
and-internet/891738/cyber-crimes-under-the-ipc-and-it-act--an-uneasy-co-existence (20th June 2022) 



88 
 

3. COMPANIES ACT OF 201354 

The Companies Act of 2013 is cited by corporate stakeholders as a requirement for the 

improvement of daily operations. The directions of this Act solidify all required technological 

and legal compliances, putting non-compliant businesses in a legal bind. The 2013 Companies 

Act granted the SFIO (Serious Frauds Investigation Office) the authority to prosecute Indian 

corporations and their directors. Moreover, after the 2014 Corporations Inspections, 

Investment, and Enquiry Rules were published, SFIOs have been even more vigilant and 

stringent in this area. The legislature ensures that all regulatory compliances, including cyber 

forensics, e-discovery, and cybersecurity diligence, are adequately covered. The Companies 

(Management and Administration) Rules, 2014 imposes stringent cybersecurity standards and 

responsibilities on the directors and executives of a corporation 

4. NIST COMPLIANCE55 

The Cybersecurity Framework (NCFS), which is endorsed by the National Institute of 

Standards and Technology (NIST), provides a standardized approach to cybersecurity as the 

most trustworthy global certification organization. The NIST Cybersecurity Framework 

includes the necessary rules, standards, and best practices for responsibly controlling cyber-

related risks. This framework places importance on adaptability and efficiency. It increases the 

stability and security of essential infrastructure by Allowing increased understanding, 

management, and reduction of cybersecurity threats – to prevent data loss, data misuse, and the 

consequent restoration costs Determining the most essential tasks and crucial processes to 

concentrate on safeguarding them Validates the credibility of organizations that protect 

essential assets. Aids in prioritizing expenditures for maximum cybersecurity ROI Discusses 

regulatory and contractual responsibilities Contributes to the larger program for information 

security The management of cybersecurity risk is eased by merging the NIST CSF framework 

with ISO/IEC 27001. A uniform NIST cybersecurity directive also facilitates communication 

within the organization and throughout supplier chains. 

 

5.7 HOW WILL INDIA'S CYBER LAWS DEVELOP? 

 
54 https://www.icsi.edu/media/webmodules/companiesact2013/Annexure-B.pdf 
55CYBERSECURITY FRAMEWORK, https://www.nist.gov/ (20th June,2022) 
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In recent years, cybercrimes such as phishing, data theft, and fraud have risen. However, its 

protection under existing legislation is neither sufficient nor exhaustive. In addition, we 

anticipate an increase in the penetration of cybercrime in India. This highlights a need for more 

effective and preventive legal structures and stricter legislation to combat cybercrime. The 

National Cyber Security Strategy is one of the most anticipated cyber law developments in 

India. This strategy aims to be a comprehensive guide for individuals, governments, and other 

stakeholders, and a continuation of the National Cyber Security Policy of 2013. The approach 

will likely give additional light to the most effective response mechanisms for enhancing cyber 

threats in government and other enterprises. India must immediately begin working on a 

distinct national cyber security law. The necessity for such a law is crucial, as it will be a vital 

tool for protecting India's cyber security and cyber sovereignty. At a time when many other 

nations have already enacted specialized cyber security legislation, India lags slightly behind. 

In this regard, proper action must be taken. In the future, hopefully, the government will 

prioritize more effective methods to combat cybercrime. It is also anticipated that more 

pertinent revisions will be made to Indian cyber law to include legal measures to handle the 

challenges created by fast-developing technologies. 

 

5.8 POSITIVE AND NEGATIVE ASPECTS OF IT ACT, 200056 

5.8.1 POSITIVE ASPECTS OF THE IT ACT, 2000 

1. Before the IT Act of 2000 was passed, even an e-mail could not be used in court as proof or 

as a legal way to communicate. But the IT Act of 2000 changed all that by making the electronic 

format legal. The IT Act of 2000 is, in fact, a step forward. 

2. From the corporate world's point of view, companies will be able to do electronic commerce 

with the help of the IT Act of 2000's legal framework. Before the Indian Cyber law went into 

effect, the growth of e-commerce in our country was slowed down because there was no legal 

framework for regulating commercial transactions online. 

3. Corporate transactions can now be done online with the help of digital signatures. The IT 

Act of 2000 says that these digital signatures are legal and can be used. 

 
56 [Jagruti Dekavadiya],[Cyber Crimes and Cyber Law - the Indian perspective] 
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4. In the world, we live in today, companies store information on their computer systems and 

also keep a backup. Under the IT Act of 2000, if someone breaks into a company's computer 

system or network and does damage or copies data, the company will have a legal way to get 

back at the person. The IT Act of 2000 says that you can get compensation in the form of 

monetary damages that can't be more than Rs. 1,000,000. 

5. The IT Act of 2000 lists several cybercrimes, such as hacking and causing damage to 

computer code. Before the Indian Cyber law went into effect, companies couldn't do anything 

about this kind of problem because there was no legal way to do so. But the IT Act of 2000 

makes everything different. 

 

5.8.2 NEGATIVE ASPECTS OF IT ACT,2000  

1. The IT Act of 2000 is likely to form a conflict of jurisdictions.  

2. Domain names are the basic components of electronic commerce. The IT Act of 2000 has 

nothing to do with domain names or how they work. Even domain names haven't been defined, 

and the law says nothing about the rights and responsibilities of people who own domain 

names.  

3. The IT Act of 2000 does not cover any issues related to protecting intellectual property rights 

in the online world. Copyrights, trademarks, and patents online are all controversial and very 

important, but the law doesn't cover them. This leaves many loopholes. 

4. As cyber law grows, so do the types and ways that cybercrimes show up. The crimes listed 

in the IT Act of 2000 are not all them. But the way the relevant parts of the IT Act of 2000 are 

written makes it seem like the crimes listed there are the only ones that can be committed 

online. The IT Act of 2000 does not cover many types of cybercrimes and crimes that involve 

the Internet. Among these are: 

a) Stealing Internet time 

b) Online theft 

c) Cyberstalking 

d) Cyber harassment 

e) Cyber defamation 
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f) Cyber fraud 

g) Using credit card numbers in a bad way 

h) Misuse of chat rooms 

5. The IT Act of 2000 hasn't dealt with several important issues related to e-commerce, such 

as privacy and content regulation. There has been no talk at all about privacy. 

6. Another thing that isn't clear about the IT Act is that it doesn't cover any anti-trust issues. 

7. The implementation of the Indian Cyber law is the biggest worry about it. The IT Act of 

2000 doesn't say how it should be put into place. Also, India has a very small number of people 

who use the internet, and most government and police officials aren't very good with 

computers. This means that the new Indian cyber law raises more questions than it answers. It 

looks like the IT Act of 2000 would need to be changed to get rid of the above areas. 

 

CONCLUSION  

In India, the Information Technology Act 2000 has a significant role to play and it is crucial to 

monitor and take action against any unusual or illegal actions taking place online or in 

cyberspace. However, there is always a need for additional clarification and clarification of 

cybercrimes and guidelines. The Information Technology Act of 2000 is strong, but it needs to 

be much more powerful and widely applicable. For the purpose of preventing such crimes and 

bringing legal action against those who commit them, the IT Act 2008 (Amendment) was 

established in order to strengthen the IT Act and to make amendments to the IT Act 2000 that 

were more in line with current technological advances. Efforts to implement the Information 

Technology Act of 2008 began in October 2009 

 

 

 

 

 

 



92 
 

 

 

 

 

 

CHAPTER 6 

 

CONCLUSION  

In India, the Information Technology Act is the only law that addresses cybercrimes. 

'Cybercrime,' however, isn't defined elsewhere in the law. However, the definition of 

cybercrime has been defined under the Act's numerous sections. The primary goal of this 

legislation is to safeguard electronic commerce, electronic government, and electronic.  In 

addition to fines and punishments for cybercrime, banking also imposes penalties and 

punishments.  

The ITAA, 2008, has revised the Act.  The single principle of law, on the other hand, is not 

adequate to defend a nation with such a wide range of threats and a high rate of criminal activity 

Furthermore, the question of territorial jurisdiction has not been addressed. It is clearly stated 

in the legislation. The preservation of evidence is also a major issue.  However, the Indian 

Penal Code also covers most cybercrimes, and investigators will be relieved by this. This is 

because criminals, no matter how well-intentioned, are still criminals. There is no way that they 

can get over the provisions of the IPC Act. 

The US and UK also have a well-developed legal system to address the issue of cybercrimes. 

India is developing day by day in every sector but in terms of cyber laws, it is behind the 

developed countries like the US and likes US and UK. Most developed countries have separate 

rules, regulations, and laws which deal with the cyber sector. However, in India, the 

Information Technology Act is not enough to deal with the information technology and cyber 

sectors of India properly. India is making some progress to provide better services and 

protection in the cyber sector. In 2013, the Government of India introduced a National Cyber 

Security Policy with the aim of protecting information infrastructure, reducing vulnerability, 

increasing capabilities, and safeguarding it from cyber-attacks. India should make the IT Act 
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more efficient which needs some more amendments in the future. The difference in approach 

can be attributed to the different circumstances existing in these countries. There is a significant 

gap between India and the other two countries in terms of access to technology and resources. 

We can state that the expansion of computer networking and newly created technologies in the 

last few years has increased the number of cases of cybercrime. The fact that the attacker is 

familiar with the victim means that he or she is more likely to commit crimes with the intention 

of causing harm to the computer system, stealing or erasing data that has been saved in the 

system, changing the password, hacking credit card details and bank account numbers, and etc. 

This has generated massive threats to humanity. Different sorts of cybercrime, such as cyber 

stalking, cyber terrorism, cyber pornography, morphing, forgery, email spoofing, identity theft, 

etc., have significant negative effects on society. By hacking into the victim's account, the 

cybercriminal is able to get unlawful access to the victim's computer resources as well as any 

other personally identifiable information. Because of this, it is of the utmost importance for 

every single person to be aware of these crimes and to maintain a state of vigilance and activity 

in order to protect themselves from suffering any kind of loss, whether it is personal or 

professional.  

However, in order to handle the issue of cybercrime having global dimensions, the government 

of India adopted the Information Technology Act in the year 2000 in order to deal with crimes 

that include such "high-tech" technologies. In 2008, the Act was approved once again, this time 

with a few changes. The Act was renamed the Information Technology (Amendment) Act, 

2008, also known as ITAA, 2008, to reflect the addition of eight additional offenses, which 

were also included in the Act. In addition to this legislation, some sections of the Indian Penal 

Code (IPC) are also used as legal procedures in order to punish the persons who are responsible 

for such crimes. The Sexual Harassment of Women at Workplace (Prevention, Prohibition, and 

Redressal) Act, 2013, includes statutory prohibitions pertaining to cyber stalking and online 

harassment as well. As a result, the judicial system has proposed the legislation that has been 

described above to provide victims with justice and punish those responsible for the crime. 

Online services are becoming more prominent among Indian customers because of the extreme 

convenience, significant cost savings, and charging responsiveness of online transactions. In 

addition, financial institutions are offering customers compelling bargains in the belief that this 

would increase the number of cashless transactions, which would lead to a reduction in the 

institution’s overall operating expenses. As a result, economic institutions’ efforts to tackle 
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cybercrime are being blocked by an evolving technological landscape and a rise in 

cybercriminals’ abilities. 

The information technology sector has been a pillar of support for the whole financial system. 

It is a huge help in overcoming the mounting obstacles and demands placed on the financial 

system. Due to a lack of information technology, banks are unable to even explore the 

possibility of providing new financial products at this time. On the other side, the development 

of information technology has had a damaging effect on our monetary system, which has led 

to an increase in fraudulent activity and crimes such as theft, hacking, phishing, and forging. 

When a person participates in any kind of electronic financial transaction, it is necessary to 

ensure identification, recognition, and verification measures in order to prevent cybercrime. 

This is the case regardless of the kind of transaction. The expansion of online criminal activity 

combined with the increasing complexity of the investigation process makes it imperative that 

appropriate measures be taken. It is important to implement stakeholder cooperation if we are 

going to be successful in our fight against cybercrime.  

The IT Act of 2000, as well as the orders, laws, notices, and regulations issued thereunder 

relating to bank transactions, as well as the statutory obligations on electronic fund transfers, 

electronic signatures, data security, digital signatures, and cheque transactions, need to be kept 

up to date by banks as part of the overall operational risk management mechanism that they 

have in place. This is necessary so that banks can comply with the latest changes in the law. 

During the process of consistently improving the technologies used in the backend of the 

financial institution, several crucial factors were missed. These aspects now demand immediate 

attention as a result of this oversight. Cybercrime comes with its own unique set of attractive 

aspects, which are gradually causing it to dominate more traditional forms of criminal activity. 

Cybercriminals are drawn to the industry for a variety of reasons, including the high degree of 

secrecy available to them, the worldwide victim reach, and the rapid consequences. The work 

of cyber criminals is made much easier by awareness programs that are either insufficient or 

ineffective. Consumers who are uninformed of the most current attack methods and the 

recorded preventative actions are more likely to be misled than customers who are aware of 

both of these things. 

It is becoming more obvious that local law enforcement organizations lack the necessary 

abilities and resources to investigate occurrences involving cybercrime as the effect of 

cybercrime continues to increase. When it comes to acquiring findings of investigations into 
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cybercrime that are both more accurate and quicker, making use of qualified cyber security 

specialists is an important additional step. It is believed that after ensuring and estimating the 

proper checks on all of the problems and involving all of the stakeholders to solve these major 

problems relating to the technological growth in developing countries like India, these kinds 

of risks can be minimized to some extent, and we can in a way guarantee that India will be 

digitally safe and secure. 

In the third century, cyberspace and the technologies that are associated with it are one of the 

most significant sources of power. The aspects of cyberspace, such as low entry prices, 

anonymity, vulnerability, and asymmetry, have led to the phenomenon of power dissipation. 

This means that if governments have, up until this point, divided the game of power among 

themselves, then it must be other actors, such as private companies, organized terrorist and 

criminal groups, and individuals; however, governments still play an important role in this. It 

seems to be the reason to reason that the occurrence of this event will not compromise the 

national security of any country. There are a few different angles from which to examine this 

phenomenon.  

The first concept to consider is that of safety. It is no longer possible to describe national 

security in terms of military challenges or internal and external boundaries rather, in today's 

world, a risk to national security is the possibility of a decline in the quality of life of the 

country's population.  

The second issue is that the geographic context of cyber threats is becoming more irrelevant. 

In the past, military risks were associated with a particular region of the world. As a 

consequence of this, dealing with it was not difficult, at least in terms of identifying it correctly. 

The magnitude of the risks presented by cyber threats is the third factor to consider. These risks 

are unpredictable, present in several dimensions, and, due to the fact that they are connected to 

vulnerable networks and infrastructure, they may inflict a significant amount of harm. 

Fourth, these dangers cannot be stopped by using only conventional methods, such as the armed 

forces or the police, and governments acting independently are not enough to combat them. 

Instead, what is needed is effective collaboration between governments and the private sector, 

which share a common interest in preventing or mitigating the effects of these risks.  
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Fifth, as was seen in the previous point, cyber risks do not just affect governments; people, 

corporations, and other organizations are also susceptible to the negative effects of these 

threats.  

Sixth, since security in the digital age is not just the responsibility of governments, the many 

different theoretical approaches to international relations, the ideas of which are largely based 

on governments, are easy to overlook or confuse people. 

 

Hypothesis tested:  

 It is clear that IT Act 2008 which has been amended from its earlier regime has brought many 

changes. However, with the emergence of new technologies such as VPN and data availability 

in the dark cloud , there exists matters which would not answer all questions which are possible 

in cybercrime and the possible suggestions cited clearly indicate that the hypothesis stands 

proved. 

 

The research question answered:  

1. Whether the Indian laws are sufficient to counter cyber-attacks?   

➢ Even though the Information Technology Act of 2000 offers some protections, it doesn't 

cover all the areas of I.T. where protections should be offered. Copyright and trademark 

violations do happen on the Internet, but neither the Copy Right Act of 1976 nor the Trade 

Mark Act of 1994 say anything about how to stop them. So they have no way to make sure 

that domain names on the Internet are protected. The Negotiable Instrument Act of 1881 

doesn't protect e-cash transfers or online transactions. Only Sections 43 (penalties for 

computer or computer system damage) and 72 (breach of confidentiality or privacy) 

mention online privacy as a concern, but this does not stop people from violating people's 

privacy online. 

 

2. Whether there is a requirement for separate cybercrime laws?  

 

➢ Due to the fact that all stock transactions are now conducted in Demat format, cyber law 

protects all entities involved in the case of fraudulent stock transactions. 
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Almost every company in India has computerized records. A business may require this 

legislation to prevent the improper use of such data. 

➢ As a consequence of the fast advancement of technology, a variety of government 

documents, including income tax returns and service tax returns are increasingly being 

submitted online. By hacking into government portal websites, anybody might abuse 

these forms; hence, cyberlaw is essential for legal action. 

 

 

 

3. Is India's legal system more efficient than that of developed countries such as the United 

States and the United Kingdom? 

 

➢ The United Nations, the United Kingdom, and India are all liberal democratic states where 

the judiciary has a significant role. They have a judiciary that is independent, neutral, 

truthful, and effective. 

 

4. How can cybercrime be combated? 

 

➢ If you suspect that you've been the victim of a cybercrime, you need to contact the local 

police and, in certain situations, the FBI and the Federal Trade Commission. Although the 

offense may seem trivial, it is crucial that this be done. Your report could help the police 

with their investigations or stop criminals from taking advantage of other people in the 

future. If you think hackers have taken your identity. These are some of the things you 

should think about doing.  

➢ Make contact with the businesses and financial institutions you're aware of that have been 

victimized by fraud. 

➢ Put fraud alerts on your credit reports and check them regularly. 

➢ Tell the FTC about theft of your identity. 
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SUGGESTIONS  

1. It is important to pay attention to privacy regulations on websites and avoid fake websites 

that are used to steal personal information when participating in online activities. 

 

2. Every internet user has a right to be informed about the dangers and abuses that might occur 

on the network they're connected to. As a result, informing them about such concerns as: 

a. Internet use and misuse of the internet  

b. Security on the internet is important. 

c. The public's knowledge of cyber law and regulation 

d. The criminal justice system Technology's Impact 

e. Hardware and software requirements for data security against exploitation and theft. 

f. An understanding of the company's internet policy. 

g. Individuals have the right to keep their personal information private from the outside 

world. 

 

3. The government should conduct more public education efforts in areas with a large 

concentration of prospective internet users. 

 

4. To put an end to these problems and punish those responsible for them, punishments should 

be carried out in their entirety. 

 

 

5. The legislative branch needs to maintain a watchful eye on the operational procedures of 

massive data banks. 
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6. It is necessary to rapidly resolve cases both to address the concerns raised by the public and 

to create a situation of assurance among them. 

 

 

7. Execution laws must be strict, and random inspections of criminal records should be 

implemented. 

 

8. Every single worker must be given their very own user account, and the policy ought to 

mandate that the password be changed once every three months. Workers mustn't be 

permitted to download or install any unapproved software. 

 

 

9. Every worker is required to be made aware of the risks involved in downloading or opening 

email attachments that come from unknown senders. Educate the staff members on the 

significance of maintaining the confidentiality of any sensitive information about the 

institute. 

 

10. Because a firewall prevents any communication from occurring between an organization 

and un organizations, it is the responsibility of the bank's IT staff to ensure that a firewall 

is configured on every Internet-connected device and workstation in the institution. 

 

 

11. The usage of 'two-factor authentication' applications or physical security keys is mandatory 

for banks, and two-factor authentication should be enabled on as many online accounts as 

feasible.   

 

12. The Department should oversee the installation of regular security upgrades on the 

operating systems of all personal computers. 

 

 

13. Anti-spyware and anti-virus software should be installed on every computer in the network 

so that it may be checked for any instances of ransomware or other forms of dangerous 

software. It is imperative that all passwords and wireless networks be kept safe and 

safeguarded at all times. 
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14. As more customers utilize mobiutilizeces, financial institutions are going to implement 

verification strategies such as web-based transaction verification and dynamic device 

authentication. 

 

 

15. The customers' respective banks are obligated to provide alerts and automated messages to 

them verifying the legitimacy of their transactions. 

16. Customers need to be provided directions on how to check the validity of any sources that 

are demanding information about personal accounts, and these directions need to be 

disclosed to customers. In addition, customers need to be provided with guidance on how 

to protect themselves when using the bank's website. 

 

17. Always users to make sure they are connected to a safe network while using a banking 

application or doing online banking. 

 

 

18. Because there is no clear and specific requirement associated with the law, the significant 

effect of these violations is left unsolved numerous times a demonstration must be 

conducted to control this kind of risk to prevent harm. 

 

19. The implementation of the law should be extremely rigid, and it should be updated regularly 

to keep an eye out for such transgressions. 

 

 

20. To address the concerns raised and provide an explanation regarding these cases, there 

should be mobile speedy courts as well as create an illusion of certainty among the general 

public. 

 

21. The government to also keep an eye on the activities of the working system by the utilizing 

the Help of Large Information Banks 

 

 

22. The use of discipline and punishment should be carried out in its entirety to reduce the 

impact of these issues, as well as punish those responsible for the attacks. It is necessary to 



101 
 

initiate projects to educate the general population regarding the continuous predicament 

and impending threats. 

 

23. To guarantee a fast and rigorous response, the general public should register complaints 

about these incidences with the Digital Wrongdoing Branch in the problems area rather 

than referring to the banks. 

24. There is an urgent need for the unification of legislation connected to the internet in order 

to lessen the amount of any sort of information. For instance, for the offense of publishing 

damaging materials, we have the IPC, the IT Act, and the Data Protection Act, etc., all of 

which deal with the matter in a general and abstract manner but lack an effective 

enforcement mechanism. The reason for this is that there are several laws that deal with the 

same subject. 

 

25. On their applicability, none of the statutes clarifies this issue dealing directly with the topic 

at hand. As a result, there is a want for uniform regulation regarding the internet. 

 

 

26. Tackling cybercrime is made more difficult by the ineffectiveness of law enforcement. 

Criminals must be dealt with according to stronger legal criteria, as well as a clearer 

understanding of when and how the offender must complete their sentence. 

 

27. It is very important for countries to sign extradition treaties with each other so that they can 

add territorial requirements that are not impossible to bring out. 

 

 

28. It is imperative for all nations to bring their legal systems up to speed, either via the 

introduction of new provisions or by the modification of existing one’s unified legislation.  

 

29. A significantly improved system for the administration of legal sanctions is urgently 

required because it improves the laws so that they are more applicable in everyday life.  

 

 

30. Technological advancements throughout the globe have changed how people 

communicate. Traditional defamation laws, on the other hand, we're unable to keep up with 
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technological advancements. Cyber defamation regulations in India are not as strict as they 

are in other industrialized nations such as the United States. Defamation lawsuits using the 

internet are sometimes decided by applying the principles of other laws. 

 

 

APPENDIX 1 – PLAGIARISM REPORT  
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